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WEHEZIMERINARS
o EITHE

ks F& HEA
V1 XHEE 2020-06-10
REIMEFH
RIS

MySQL #IREL B RAEX BT <
Harbor /& K&iBXEH
Rancher /% &85 0A
R
ISz FR S & TR PR

NHEBIN

RBEBIN

Fiags

IRERE

oo

rancher B23EE
HIRRE

RRIER
MysQL IR EREXEMHL

BIESUERF: /var/lib/mysql
o ZASRE, BAE mysql RENERESE
EEYFAEE: show variables;

set global max_connections = 1000;
set persist max_connections = 1000;

// 7K 86400 * 7
// 1X 86400
set global binlog_expire_logs_seconds = 86400 * 7;

set persist binlog_expire_logs_seconds = 86400 * 7;

IXIRE
FR{RMySQL BIRT XIRE N GMT+8
o BIEHUEEKS

SEMS:
create user ‘'user'@'%' identified with mysql_native_password by

o @l7## database

AN
S2EGL:

'your_password ' ;

#ix
s



create database “user® DEFAULT CHARSET utf8 COLLATE utf8_general_ci;

o RFMR
1% database BURRIR F X M AIIK S

ZEMR:

grant all privileges on “user’ .* to 'user'@'%' with grant option;

o %% SUPER MR BT P kS ZEIE ik, #, FE SUPER AR B &IKSH user, user_authz, cas_server

ZEML:

grant SUPER o
grant SUPER o
grant SUPER o

grant SUPER o

°
B

W

N 5ER

5%

&D:

mysqldump -u

mysqldump -u

mysqldump -u

mysqldump -u

mysqldump -u

WER:

mysql
mysql
mysql
mysql
mysql

root
root
root
root

root

R %o

D %o

root
root
root
root

root

-p
-p
-p
-p
-p

¥ to 'user'@'%";

* to 'user_authz'@'%';

* to 'cas_server'@'%';

¥ to 'tmp_data'@'%';

-p cas_server > cas_server.sql

-p token_server > token_server.sql
-p user > user.sql

-p user_authz > user_authz.sql

-p agent_service > agent_service.sql

cas_server < cas_server.sql
token_server < token_server.sql
user < user.sql

user_authz < user_authz.sql

agent_service < agent_service.sql

Harbor ##& K tHX 150

o Bl devops 1K=
F3TF rancher ERERTAIENER 1%
FAFEE T BIZRBF 2 devops

o HEENY
M https://harbor.supwisdom.com H[EF &

CEEE T MEEMR

supwisdom

https://harbor.supwisdom.com rancher.devops / PWMgP85qilLFC

BLSEE T fFEn


https://harbor.supwisdom.com/

admin-portal admin-portal/*

authx-service authx-service/*
thirdparty-agent-service thirdparty-agent-service/*
user-data-service goa/*
user-authorization-service user-authorization-service/*
cas-server cas-server/*

token-server token-server/*

jobs-server jobs-server/*
personal-security-center personal-security-center/*

BLSAN, SlEslE, #ITRERS
EEETELSAN, /& B, FHESTM
e 1RF devops IkS WENTEN HE R
ME T, Rt MERMR, #HANE KR, RINAFP, EHRMAF devops, EEFEAE IHE, WHE, NMEIR

Rancher & K tHXi5%AR

o BIEIR
HEN 2/ - &8 (RRBMIUImMEREMNE) - MB/ma=E, RnmE
WA DERWR, R®7F
o BlEmBTIE
HEN 2R - &8 (ARSMADEREME) - NE/MERZE
EFENIES, RNpE=E
mA B, RF
o S AYAML
HEN 2R/ - &8 (RfRSMAmEREmE) -0 (ETHE)
N BIR - TIEfE

RS

o MEER
BRRMESERZE®E, W *.paas.xxx.edu.cn, B BIFFRFRIEE xxx.edu.cn
AEmBTREFTENFERZUNT:

cas.paas.xxx.edu.cn INE (FLEEER, "1EE)
token.paas.xxx.edu.cn IANIE (APPIEF)

personal-security-center.paas.xxx.edu.cn MALZ LN GIHAPT

security-center.paas.xxx.edu.cn ZEROFIRUI (IKSHE. =ICHE)
authx-minio.paas.xxx.edu.cn XARSS

SISRAER SRR, MR pass BIF, BN HEFBMAXEE
[z FA Bc & Tt 5 B
AHECE

o JVM %



ConfigMap, jvm-env

key #e8 RERH
MAX_RAM_PERCENTAGE JAVA N, JVMATE & PODAFAIELHEI 75.0

o HUEEEEZECEMRX

Secret, datasource-env-secret

key 58 RERG
BIERE
#EE
(base64
o)
BIREER
JDBC_USERNAME P dXNlcg==
(base64
hnzz)
BIRER
JDBC_PASSWORD B a2luZ3N0YXI=
(base64
ik}

JDBC_URL amRiYzpteXNxbDovL215c3FsLXNlcnZIci5hdXRoeC1zZX]2aWNILNN2Yy5jbHVzdGVyLmxvY2FsOjMzMDYvdXNIcj9zZX)2ZXJUaW1lem9uZT1Bc2lhL1NoYW5naGFp

o redis EELEEEX

Secret, redis-env-secret

key 5B =]
SPRING_REDIS_HOST redis AkZ5 (base64iN%) , BAIAR redis-server cmVkaxXMtc2VydmVy
SPRING_REDIS_PORT redis BRSZIF O (base64iN%3) , BRiAJ 6379 NjM30Q==
SPRING_REDIS_PASSWORD redis fRS5EM8 (base64/N%)

e rabbit mq EiZEEHEX

Secret, rabbitmg-env-secret

key A B &l
SPRING_RABBITMQ_HOST rabbit mq fR%S (base64mN%:) , EAIAK rabbitmg-server cmFiYmIObXEtc2VydmVy
SPRING_RABBITMQ_PORT rabbit mq BRSSO (base64inz) , ERIAA 5672 NTY3Mg==
SPRING_RABBITMQ_USERNAME rabbit mq fRESAF (base64in%)
SPRING_RABBITMQ_PASSWORD rabbit mq fRSHIG (base64/N%)

AR S5HC & 15

E: SMERThIEIMthiE, —RAREIRMhE, FERIEFRERHITIEN KBsERF AL, HEMAE, Bnamespacelhiafig@ity
ik, —RRFTFUER

e auth-service A authx-service-minio

Secret, minio-env-secret

key ER B E R
MINIO_ACCESS_KEY miniotkS (base64in%) , ERIAN 1y8N@8R@a_2u MXk4TkA4UkBhXz)1
MINIO_SECRET_KEY minioZ48 (base64iN%) , FAIAA 8pxlle9#IN7Q OHB4bEIIOSNsTjdR

e auth-service Y poa-api-docs-installer

ConfigMap, poa-api-docs-installer-env



key

POA_SERVER_URL

POA_SA_SERVER_URL

USER_API_SERVER_URL

USER_AUTHZ_API_SERVER_URL

COMMUNICATE_API_SERVER _

R EETH

POARIMELE (SMERTAIE]
i)

http://poa.paas.xxx.edu.cn

POAEBIZOMHE (k8s
= http://poa-sa-svc.poa.svc.cluster.local:8443

SEREER L)
FF BRSS FF R O itk http://user-data-service-poa-svc.user-data-servic
(k8sEER¥ A EBIbLL) e.svc.cluster.local:8080
AN AR S FF AR O bk http://user-authorization-poa-svc.user-authoriza
(k8sEERE A EBIbAL) tion-service.svc.cluster.local:8080
UL BERRS FF RIS OHhE http://communicate-center-poa-svc.communicat
(k8sEER A EBIbLL) e-center.svc.cluster.local:8080

e thirdparty-agent-service T#J thirdparty-agent-service

ConfigMap, agent-service-env

key
FILE_MINIO_AUTOCONFIGURE_ENABLED

FILE_MINIO_ENDPOINT

MAIL_SMTP_AUTOCONFIGURE_ENABLED
MAIL_SMTP_HOST

MAIL_SMTP_PORT
MAIL_SMTP_SECURE_MODE
MAIL_SMTP_USERNAME
MAIL_SMTP_PASSWORD
MAIL_SMTP_FROM

MAIL_SMTP_FROM_PERSONAL

SMS_ALIYUN_AUTOCONFIGURE_ENABLED
SMS_ALIYUN_REGION_ID
SMS_ALIYUN_ACCESS_KEY_ID

SMS_ALIYUN_ACCESS_SECRET

Secret, agent-service-env-secret

key
FILE_MINIO_ACCESSKEY

FILE_MINIO_SECRETKEY

15t8H EERHA
minio FRSBFFEFFX true, false
minio RS HbLE (k8sEERFAIERHELE) http://minio-svc.authx-service.svc.cluster.local:9000
smtp FRSFFEFFX true, false
smtp ARttt smtp.mxhichina.com
smtp FRSIHO 25
smtp RSHR2ER (NONE, F; SSL, &%) NONE
smtp FRSIKS security.institute@supwisdom.com
smtp AR ZFD Security2019
R NEBFE security.institute@supwisdom.com
RIENBIR BERE
RIEREERSFBX true, false
X5 cn-hangzhou
2 REERS RS
2 A {ERRS HE R
iEA =t
minio fRZIKS (base64iNZ) , BAIAK 1y8N@8R@a_2u MXk4TkA4UkBhXzJ1
minio fRSZ %A (base64in®) , EKIAK 8pxlled#IN7Q OHB4bEIIOSNsTjdR

e user-data-service ™Y user-data-service-poa

ConfigMap, user-data-service-poa-env


http://poa.paas.xxx.edu.cn/
http://poa-sa-svc.poa.svc.cluster.local:8443/
http://user-data-service-poa-svc.user-data-service.svc.cluster.local:8080/
http://user-authorization-poa-svc.user-authorization-service.svc.cluster.local:8080/
http://communicate-center-poa-svc.communicate-center.svc.cluster.local:8080/
http://minio-svc.authx-service.svc.cluster.local:9000/
mailto:security.institute@supwisdom.com
mailto:security.institute@supwisdom.com

key i58A

CASIAIERR S5 E 1R O3t
it (k8sEER¥AIARIELL)

CASSERVER_SA_API_SERVER_URL

XERSEOMNE (k8s
SR NERIhIL)
ZRIN: minioXFARS

TPAS_FILE_API_URL

e user-data-service ™Y user-data-service-goa

ConfigMap, user-data-service-goa-env

key

PASSWORD_ENCODER_IMPL

JOBS_RABBITMQ_ENABLED

JOBS_RABBITMQ_HOST

JOBS_RABBITMQ_PORT
JOBS_RABBITMQ_USERNAME

JOBS_RABBITMQ_PASSWORD

JOBS_RABBITMQ_ACCOUNTUSERSVC2JOBSRABBITSENDER_ENABLED

JOBS_RABBITMQ_ACCOUNTUSERSVC2JOBSSYNCPASSWORDRABBITSENDER_ENABLED

JOBS_RABBITMQ_ORGANIZATIONUSERSVC2JOBSRABBITSENDER_ENABLED

JOBS_RABBITMQ_GROUPUSERSVC2JOBSRABBITSENDER_ENABLED

e user-data-service TH user-data-service-biz

ConfigMap, user-data-service-biz-env

key 5EA

CASIAIERRSS E 1R 3t
Hb (k8sERR¥MIERtIL)

CASSERVER_SA_API_SERVER_URL

XRRSsEOMIE (k8s
SEMEHithLL)
BRIA: minioX RS

TPAS_FILE_API_URL

e user-authorization-service T#Y user-authorization-service-poa

ConfigMap, user-authorization-service-poa-env

key 15BA

AP RS EREE O
(k8sERBXAIERhILE)

USER_DATA_SERVICE_SERVER_URL

e user-authorization-service ™A user-authorization-service-sa

ConfigMap, user-authorization-service-sa-env

key 5tBA

g

B &l

http://cas-server-sa-api-svc.cas-server.svc.cluster.|

0cal:8080

http://agent-service-svc.thirdparty-agent-service.s

vc.cluster.local:8080/api/v1/tpas/file/minio

iR

BB BRI ST

default: #% berypt SINBEE, 2t
iAs

SHA-256: 2§ SHA-256 INZEEE

FEHEEIER jobs-server # rabbit
mq

rabbit mq ARSSIHbE (k8sERBEPIERIE
)

rabbit mq BRS3 1% 0
rabbit mq RSP
rabbit mq BRESHRB
REESIKSEIEE jobs K MQ

RERSED (AXEHEMB) F jobs £
mMQ

RERSALNAEIEE jobs #9 MQ
RERTAFPAIBIEE jobs B9 MQ

=gyt

EERA

default, SHA-256

true. false

rabbitmg-server.jobs-
server.svc.cluster.local

5672

true, false
true. false

true, false

true. false

http://cas-server-sa-api-svc.cas-server.svc.cluster.|

0cal:8080

http://agent-service-svc.thirdparty-agent-service.s

vc.cluster.local:8080/api/v1/tpas/file/minio

[ir=wantl]

http://user-data-service-goa-svc.user-data-ser

vice.svc.cluster.local:8080

EETH


http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080/
http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/api/v1/tpas/file/minio
http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080/
http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/api/v1/tpas/file/minio
http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080/

e cas-server THY cas-server-sa-api

ConfigMap, cas-server-sa-api-env

key 38R [=wnt]]

B E R RUFT R ARSI ER R

SERVICE_REFRESH_REDIS_TIMER_ENABLED N
BRiA: true

true, false

BB E N RIFTIKS 28R

ACCOUNT_REFRESH_REDIS_TIMER_ENABLED .
RN false

true. false

EEENRFEXS ERIKS 4
EEIRE
RN true

FEDERATION_REFRESH_REDIS_TIMER_ENABLED true, false

AFRSEEROMIE (k8s&
REAERIHELL)

http://user-data-service-goa-svc.user-data-service.s
vc.cluster.local:8080

USER_DATA_SERVICE_SA_API_SERVER_URL

e cas-server Y cas-server-security-engine

ConfigMap, cas-server-security-engine-env
iR

key RETH

CASIMIERRS A RUEOMbHE (k8s
SERFERhIL)

http://cas-server-sa-api-svc.cas-server.svec

CASSERVER_SA_API_SERVER_URL
.Cluster.local:8080

e cas-server HY cas-server-site-webapp

ConfigMap, cas-server-site-webapp-env

key

LOGGING_CONFIG

CAS_SERVER_NAME

5tBA

ASEE X FKRE
CASTAIEBHE (SMERTAIEIHENE)
TGC cookie Z2i&E

RERG
file:/etc/cas/log4j2-file.xml

https://cas.paas.xxx.edu.cn

CAS_TGC_SECURE true: https&2 true, false
false:
bl wnEH
CAS_TICKET_TGT_MAX_TIME_TO_LIVE_IN_SECONDS TG\TEﬁﬁ*E R 1209600
ik 14K
TGTHS AT <
CAS_TICKET_TGT_TIME_TO_KILL_IN_SECONDS N BIKIRT K 172800
ZRiA: 2R

CAS_AUTHN_TOKEN_CRYPTO_SIGNING_KEY

SPRING_THYMELEAF_PREFIX

JwiigEAticket i B B4R

BERUEVINRBER

(@<rhnPaUYKC_k770*DuWwYQ_#Zc#8c (2rB?
kae)rN)>K7qy)awCixp$L653Mf$2

classpath:/templates/themes/classic/

CASSERVER_FEDERATION_QQ_ENABLED BABR QQ, 2EEH true, false
CASSERVER_FEDERATION_QQ_APPID BX&E% QQ, appid
CASSERVER_FEDERATION_QQ_APPKEY BXE5E % QQ, appkey
CASSERVER_FEDERATION_OPENWEIXIN_ENABLED BaBR WME BRERA true. false
CASSERVER_FEDERATION_OPENWEIXIN_APPID BEER M5, appid
CASSERVER_FEDERATION_OPENWEIXIN_APPSECRET BXEE R (5, appsecret
CASSERVER_FEDERATION_WORKWEIXIN_ENABLED BeER tWHE 258R true, false
CASSERVER_FEDERATION_WORKWEIXIN_CORPID BABS CME, BWID
CASSERVER_FEDERATION_WORKWEIXIN_AGENTID BALFE CWEE, RAAgentld
CASSERVER_FEDERATION_WORKWEIXIN_SECRET BAaBF RAHIE, Secret
CASSERVER_FEDERATION_ALIPAY_ENABLED BaBER XHE, 2ERA true, false

CASSERVER_FEDERATION_ALIPAY_APPID

CASSERVER_FEDERATION_ALIPAY_APPPRIVATEKEY

BEER XIE, appid
BEER XVE, NATLHA


http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080/
http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080/
https://cas.paas.xxx.edu.cn/

CASSERVER_FEDERATION_ALIPAY_ALIPAYPUBLICKEY

CASSERVER_JWT_ISS

CASSERVER_JWT_PRIVATE_KEY_PEM_PKCS8

CASSERVER_JWT_PUBLIC_KEY_PEM

CASSERVERSITE_CAPTCHA_ENABLED

CASSERVERSITE_ACCOUNT_SERVICE_IMPL

CASSERVERSITE_ROLE_SERVICE_IMPL

CASSERVERSITE_SMS_SENDER_IMPL

CASSERVERSITE_PASSWORDLESS_TOKEN_EXPIRATION_IN_SECONDS

CASSERVERSITE_PASSWORDLESS_SMS_FROM

CASSERVERSITE_PASSWORDLESS_SMS_TEXT_TEMPLATE

TPAS_AGENT_SERVICE_SERVER_URL

TPAS_AGENT_SERVICE_SMS_SENDER_PATH

TPAS_AGENT_SERVICE_FILE_PATH

CASSERVER_SA_API_SERVER_URL

USER_DATA_SERVICE_SA_API_SERVER_URL

USER_AUTHZ_SERVICE_SA_API_SERVER_URL

SUPERAPP_TOKEN_SIGNING_KEY_URL

® cas-server FHJ cas-server-site-scheme

ConfigMap, cas-server-site-scheme-config

key i58A

SCHEME_COLOR

CASIMIERRSSFARUZEOIHEIE (k8s
SENERithiL)

CASSERVER_SA_API_SERVER_URL

Ul Faie

BEER XNE, NERH

idToken % & &R
idToken #&FA%H (pkcs8) , &
certs/jwt/readme.md 4R /AFAfApem

idToken £E /N0, &
certs/jwt/readme.md 2B /AFAfApem

REERAERRNIEB

S AR SS HOSEIRL

redis: BKSEIBEFMEredisth
user-sa: TK-SEUEMAFARSSIREX
ARSI

redis: fEHIEFMEredisH
user-authz-sa: FEEHEMIBEABRSSIREX
HASBIBAIEE R BT

default: #ZHIEHHE
agent-service: RIBRSS

IR EESYENEN

RN 5D
MRSEBIEERIEE

ENASEB VIR EER

RIEBARSIEOMNE (kSsEREFAERENE)

BIERIERS I
console: #ZEIA%HIH, BAIA
aliyun: PIEZREERS
Hith, IEEREHIED
AR S HbhE

2RA: minioX RS

CASIMERRSSEERIZOMIE (k8sERAFAER
Hit)

RPRSEEZOMNE (k8sERAERHE
t)

IBNRSER ROl (kSSERREMERID
)

TOKENTAIERR /A §AMENE  (SMERIS a3
i)

cas.paas.xxx.edu.cn

true. false

user-sa

user-authz-sa

agent-service

300

TN
OAEFRL] BEEERA—BMME, DRERNHEE
BJo{token}, HRHSHH, BRIRFTTMER.

http://agent-service-svc.thirdparty-agent-service.svc.clust
er.local:8080

/api/v1/tpas/sms/console/send

/api/vi/tpas/file/minio

http://cas-server-sa-api-svc.cas-server.svc.cluster.local:80
80

http://user-data-service-goa-svc.user-data-service.svc.clu
ster.local:8080

http://user-authorization-sa-svc.user-authorization-servic
e.svc.cluster.local:8080

EETA

409EFF

http://cas-server-sa-api-svc.cas-server.svc

.Cluster.local:8080

7£: BESE T CASSERVER_SA_API_SERVER_URL, M{EMREEERFTIER; TN, {#H SCHEME_COLOR {EEMIRE .

o token-server THJ token-server

ConfigMap, token-server-env


http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/
http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080/
http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080/
http://user-authorization-sa-svc.user-authorization-service.svc.cluster.local:8080/
https://token.paas.xxx.edu.cn/jwt/publicKey
http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080/

key
TOKEN_SERVER_PREFIX

TOKEN_SERVER_SECURITY_JWT_ISS

TOKEN_SERVER_SECURITY_JWT_EXPIRATION

TOKEN_SERVER_SECURITY_JWT_PRIVATE_KEY_PEM_PKCS8

TOKEN_SERVER_SECURITY_JWT_PUBLIC_KEY_PEM

TOKEN_SERVER_FACE_SOURCE_TYPE

EFJRERAZAR, THRAFSEARASGRHRIEXEE
TOKEN_SERVER_FACE_AIFACE_URL
TOKEN_SERVER_FACE_AIFACE_APPKEY
TOKEN_SERVER_FACE_AIFACE_APPSECRET
TOKEN_SERVER_FACE_AIFACE_SECRETKEY
TOKEN_SERVER_FACE_AIFACE_TERM_CODE
EFNEEEAK, FESEFRTFEEMEA
TOKEN_SERVER_FACE_AIPFACE_APPID
TOKEN_SERVER_FACE_AIPFACE_APIKEY

TOKEN_SERVER_FACE_AIPFACE_SECRETKEY

TOKEN_SERVER_PASSWORDLESS_TOKEN_EXPIRATION_IN_SECONDS

TOKEN_SERVER_PASSWORDLESS_SMS_TEXT_TEMPLATE

TOKEN_SERVER_PASSWORDLESS_SMS_FROM

MESSAGECENTER_ENABLED

MESSAGECENTER_APP_ID

MESSAGECENTER_MESSAGE_TYPE_CODE_APP_LOGIN

POA_SERVER_URL
POA_CLIENT_ID
POA_CLIENT_SECRET

POA_SCOPES

TPAS_AGENT_SERVICE_SERVER_URL

TPAS_AGENT_SERVICE_SMS_SENDER_PATH

CASSERVER_SA_API_SERVER_URL

USER_DATA_SERVICE_SA_API_SERVER_URL

ConfigMap, personal-security-center-bff-env

L
TOKENTAIE EHE (SMERIAIE)HEE)

idToken% & &R
idToken ZRARAT <
2RIA: 30K

idToken 2 &FA%H (pkcs8) , &%
certs/jwt/readme.md 4 B /A FhEHpem
AIBAS CASIAIE—E

idToken 22, &
certs/jwt/readme.md AR A fHpem
A5 CASTIAIE—EK

AR
aiface: FFFE AR
aipface: BEAR

HUESAEESTVENEN
2RiIA: 5O

BN TSRS IR

EIASEBMEERIEE

EENBEETE

2RIN: false

MAID (RERFEEMR)
THREENRED (APP &R)
POARIRIMEHE (SMEBIA E)ELE)
clientid

client secret

api #O# scope

RIBRRSSIEOMbIE (kSsERR¥PIERIAL)

RIERIXIRS U
console: #=FIAHIH, BIA
aliyun: FIERREERS

Hith, XIFFRERIEO

CASINERRSS EIRIZ L (k8sERAAMER
k)

FAPRSEEEOMNE (k8sEBFAERHE
k)

e personal-security-center Y personal-security-center-bff

[B=wytl]

https://token.paas.xxx.edu.cn

token.paas.xxx.edu.cn

2592000

aiface

300

CAEFL] BEEERA—SMHINE, AREFONEEH
iBH{token}, HRHSHH, BERRTMER.

TN

true, false

APP_LOGIN

https://poa.paas.xxx.edu.cn

messagecenter:vl:sendMessage

http://agent-service-svc.thirdparty-agent-service.svc.clust
er.local:8080

/api/v1/tpas/sms/console/send

http://cas-server-sa-api-svc.cas-server.svc.cluster.local:80
80

http://user-data-service-goa-svc.user-data-service.svc.clu
ster.local:8080



https://token.paas.xxx.edu.cn/
https://poa.paas.xxx.edu.cn/
http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/
http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080/
http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080/

key

PERSONAL_SECURITY_CENTER_SERVER_PREFIX

CAS_SERVER_PREFIX

CASSERVER_SITE_SERVER_URL

CASSERVER_SA_API_SERVER_URL

USER_DATA_SERVICE_SA_API_SERVER_URL

TPAS_FILE_API_URL

iR

TAZEHOIBEIE (5h
BB [E)stbdit)

CASIATEMBHE (FMEBIAIE)HE
k)

CASTAIERZOEhE (k8s%E
EHAERHbIE)

CASTAMIERRSS B2 Oithtit
(k8sEERFAIERIth1LL)

P BRSFIROMEIE
(k8sEERFIER L)

XHERSSIEOHE (k8sE&E
BEAIERHbAL)
ZRIA: minioXX RS

BRfE R ERR S (k8stE
EEAERHhL)
console: EFlaMmL,

EETH

https://personal-security-center.paas.xxx.edu.cn

https://cas.paas.xxx.edu.cn

http://cas-server-sa-api-svc.cas-server.svc.cluster.local:
8080

http://cas-server-sa-api-svc.cas-server.svc.cluster.local:
8080

http://user-data-service-goa-svc.user-data-service.svc.cl
uster.local:8080

http://agent-service-svc.thirdparty-agent-service.svc.clu
ster.local:8080/api/v1/tpas/file/minio

http://agent-service-svc.thirdparty-agent-service.svc.clu

TPAS_MAIL_API_URL N
A
smtp: SMTPARSS

ster.local:8080/api/v1/tpas/mail/smtp

Hith, FPRERED

BERRRSHE (k8sEe

REAERIELL)

console: =AML,

TPAS_SMS_API_URL N
A

aliyun: FIEREERS

http://agent-service-svc.thirdparty-agent-service.svc.clu

ster.local:8080/api/v1/tpas/sms/console

Hith, XFFFREHZO

ConfigMap, personal-security-center-bff-template-env BMERBENR . BERABER

key

EMAIL_TEMPLATE_ACTIVE_USER_SEND_CODE_BY_EMAIL_ADDRESS

EMAIL_TEMPLATE_FORGOT_PASSWORD_SEND_CODE

EMAIL_TEMPLATE_USER_SECURITY_PASSWORD_SEND_CODE

EMAIL_TEMPLATE_USER_SECURITY_EMAIL_ADDRESS_SEND_CODE

EMAIL_TEMPLATE_USER_SECURITY_EMAIL_ADDRESS_SEND_CODE_BY_EMAIL_ADDRESS

EMAIL_TEMPLATE_USER_SECURITY_MOBILE_SEND_CODE

EMAIL_TEMPLATE_USER_FEDERATION_QQ_SEND_CODE

EMAIL_TEMPLATE_USER_FEDERATION_QQ_SEND_CODE_UNBIND_QQ

EMAIL_TEMPLATE_USER_FEDERATION_OPENWEIXIN_SEND_CODE

EMAIL_TEMPLATE_USER_FEDERATION_OPENWEIXIN_SEND_CODE_UNBIND_OPENWEIXIN

EMAIL_TEMPLATE_USER_FEDERATION_WORKWEIXIN_SEND_CODE

EBA
BB A B EAR-HUENK
=

BRI BIER- R B
]

ERREER-(E 28
B

BRRBER-E 2 %
ZHPFE

BRI RBER- B %
HRFE-IIEARAE

BRI A BER- R
EFH

ERFRBEAR-H0E
QQ

HR RBARAR-AR4D
QQ

R REAEAR-HD R

8

BB A B AEAR-RRSR

&

ERF B ER-HE R
WifE

EERA
{name}: BIEFEREIKS, FIIEERFERR, WIEB
{code}, BHHSHH, ERIRTCHIE.

{name}: WEFEKXEIERE, FIIESH, WIEBS
{code}, BRHEASHH, BERMRFTMAIE.

{name}: MIETEIEERERE, MINESH, WL
{code}, BRHASHH, ERIRFTHINIE.

{name}: BIEFEENT M, FINESH, WD
{code}, BHHEASHH, ERIRTCHIIE,

{name}: BWIEFEIENLEHPTE, FIIEERFEERR, IE
B{code}, BRHISHH, ERIRFTAIIE,

{name}: BWIEAMERTEF, FIESH, KB
{code}, BHHASHH, ERIRTCHIE.

{name}: BIEEHEQQ, MIMIEFH, KilEFd{code},
BREISHH, BERIRTTHAIE.

{name}: MBIETERFHIQQ, MIMIEFH, HilEFd{code},
BRESHH, BRIRFEIGIE.

{name}: BWEEPEME, FRIESH, WIED
{code}, BRHEASHHN, BERRTTHAIIE,

{name}: BIETEMHIRIE, FRIESH, WD
{code}, BHHEASHH, BERRFTMAIE.

{name}: BWEEHRERWHME, FEOESH, KIED
{code}, BHHESHH, BERRFEMAKIE.


https://personal-security-center.paas.xxx.edu.cn/
https://cas.paas.xxx.edu.cn/
http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080/
http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080/
http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080/
http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/api/v1/tpas/file/minio
http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/api/v1/tpas/mail/smtp
http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/api/v1/tpas/sms/console

EMAIL_TEMPLATE_USER_FEDERATION_WORKWEIXIN_SEND_CODE_UNBIND_WORKWEIXIN

EMAIL_TEMPLATE_USER_FEDERATION_ALIPAY_SEND_CODE

EMAIL_TEMPLATE_USER_FEDERATION_ALIPAY_SEND_CODE_UNBIND_ALIPAY

SMS_TEMPLATE_ACTIVE_USER_SEND_CODE_BY_PRE_MOBILE

SMS_TEMPLATE_ACTIVE_USER_SEND_CODE_BY_MOBILE

SMS_TEMPLATE_FORGOT_PASSWORD_SEND_CODE

SMS_TEMPLATE_USER_SECURITY_PASSWORD_SEND_CODE

SMS_TEMPLATE_USER_SECURITY_EMAIL_ADDRESS_SEND_CODE

SMS_TEMPLATE_USER_SECURITY_MOBILE_SEND_CODE

SMS_TEMPLATE_USER_SECURITY_MOBILE_SEND_CODE_BY_MOBILE

SMS_TEMPLATE_USER_FEDERATION_QQ_SEND_CODE

SMS_TEMPLATE_USER_FEDERATION_QQ_SEND_CODE_UNBIND_QQ

SMS_TEMPLATE_USER_FEDERATION_OPENWEIXIN_SEND_CODE

SMS_TEMPLATE_USER_FEDERATION_OPENWEIXIN_SEND_CODE_UNBIND_OPENWEIXIN

SMS_TEMPLATE_USER_FEDERATION_WORKWEIXIN_SEND_CODE

SMS_TEMPLATE_USER_FEDERATION_WORKWEIXIN_SEND_CODE_UNBIND_WORKWEIXIN

SMS_TEMPLATE_USER_FEDERATION_ALIPAY_SEND_CODE

SMS_TEMPLATE_USER_FEDERATION_ALIPAY_SEND_CODE_UNBIND_ALIPAY

SMS_TEMPLATE_ACCOUNT_INFO_SEND_CODE_BY_MOBILE

SMS_TEMPLATE_ACCOUNT_INFO_SEND_ACCOUNT_NAME

SMS_TEMPLATE_PREFIX

HR BSR4
Wids
BRREEIR-HEX
[N E

BB EAR-FRSISZ
=

RIERBER-BEK
S-MBFNESHIIE
RRIERBER-BIENK
=
BENBER- K ER
]

RENBER-ZRE
2]
AERNBER-ERR
ZHRFE
RIEREER- B8R
2FH

RIEREER-ES R
ZFH-HIEFH

BRI B ER-GIE
QQ

HR B AEAR-AR4D
QQ

R B AEAR-HB R
&

R SRR -RRAI

8

BRI B ER- B E R
WidE
B A B EAR- RS
WifE

ERF B ER-HE
=

HR B EAR R4
=

K SEW-FIEFHL

IKSEW-RIXKS B

{name}: BIEFEBAEAWME, FIIESH, WIEB
{code}, BHHESHH, BERIRTCHINIE.

{name}: MEERBEXNE, FIIESD, WD
{code}, BHHEASHH, ERIRTCHIIE.

{name}: MEEMRHAZNE, TSR, WiFD
{code}, BHHSHH, ERIRFEHINE.

{prefix}EETEREIKS, FIIEFH, WKiFFI{code},
BRESHH, BERIRTMRIGIE.
{prefixEEERIEIRS, MMIEFNER, RKIEB
{code}, BHHEISHH, BERIRSTHIIE,

{prefix}BIEEKXEIZE, MEES{, KiFE{code},
BIREASH R, BERRTTHIIE.

{prefix}/RIETEISEAHG, FENESH, IIEMB{code},
BRHEASHH, ERIRTTHIIE.

{prefix }RIETEEA R 2HFE, FIIESH, IIER
{code}, BRHASH N, BERIRTTAIIE.
{prefiX}BIEEERREFN, FENESD, WIED
{code}, BHHESHE, BERIRTTHINE.

{prefiEEEBRREF, TEIEFIAK, WIB
{code}, BHHASHH, ERIRTCHIIE.

{prefixHEIEEHMEQQ, FIIEFH, HiEF3{code}, B
WEAS D, ERIRSERIIE.

{prefix MEIEERRYIQQ, FTIIESH, IiEk3{code}, B
HEAS D, BRIRSTAIIE,

{prefixEEEHERME, MWIESH, KiEMB{code},
BHEASH R, BERMSTRIIE,
{prefix{BEEMAFIZ, FRIEFH, WiEFI{code},
BIREASH R, ERMRSTIIE.,
{prefixBEERBEEWME, TIIESH, KIS
{code}, BHHISHHN, BERIRTTHIIE,
{prefixHEEERMBWHIE, FEIESD, WKIED
{code}, BHHEISHH, BERIRSTHEIE,
{prefix}EBEEREXE, FRIESH, KIS
{code}, BHHEISHH, BERIRSTHIIE,
{prefixEEERMXANE, TRIESH, WIS
{code}, BHHEISHH, BERIRSTHIIE,

{prefixEHREETNIKS, TUNEFIAK, I
{code}, BHHASHH, ERIRFCHIE. '

{prefix /B HRIEEZAKS, THERN:
{accountName}, IKS2EEFRPNEEEE, 1B
ERE,

e personal-security-center ~#J personal-security-center-zuul

ConfigMap, personal-security-center-zuul-env
iR

key (=]

PAREHRLTAEIE (SMERTAIE)
k)

http://personal-security-center.
paas.xxx.edu.cn

APP_SERVER_HOST URL

CAS_SERVER_HOST_URL CASIAIE EIE (FMERIAE) i) https://cas.paas.xxx.edu.cn

MXARSHIFAETL, ZEROIAE)H
Hk (FhERTAIEIMhLE)

http://security-center.paas.xxx.e
du.cn

APPLICATION_INDEX_REDIRECT_URI

e personal-security-center T~ security-center-ui


http://personal-security-center.paas.xxx.edu.cn/
https://cas.paas.xxx.edu.cn/
http://security-center.paas.xxx.edu.cn/

ConfigMap, security-center-ui-env

key L [Sr=wtt]]

RESOURCE_PREFIX LOGO. FAVICON % %Rttt http://authx-minio.paas.xxx.edu.cn/security-center-ui

MAIN_SERVER ZerlipEbit (FMERIAE L) http://security-center.paas.xxx.edu.cn

PERSONAL_CENTER_API JRIRAPI, NAZ2RROIAEthE (SMERIAEHEE) http://personal-security-center.paas.xxx.edu.cn

AUTH_CAS CASIATE EHE (SNSRI IaItthLE) http://cas.paas.xxx.edu.cn/cas

JWT_ISS JWT Token & HHRR http://cas.paas.xxx.edu.cn/cas

JWT_SECRET JWT Token %2 %A BIEE, (@<rhnPaUYKC_k770*DuWwYQ_#Zc#8c(2rB?kae)rN)>K7qy)awCixp$L653MF$2

iRk
HIERRIE

o HUREENKS
U2 BERSIRAEIEERS

BRS5 BUEREKS
FFBRSS user-data-service user
EINARSS user-authorization-service user_authz
INIEBRSS cas-server cas_server
INIERRSS (APPIERE) token-server token_server
B =FHRIERS thridparty-agent-service agent_service
VA NIEE RS 204 tmp_data
WL BIENEGLPH your_password JIEFRRVEEREIK S HIETD

create user 'user'@'%' identified with mysql_native_password by 'your_password';
create user 'user_authz'@'%' identified with mysql_native_password by 'your_password';
create user 'cas_server'@'%' identified with mysql_native_password by 'your_password';

create user 'token_server'@'%' identified with mysql_native_password by 'your_password';

create user 'agent_service'@'%' identified with mysql_native_password by 'your_password';

create user 'tmp_data'@'%' identified with mysql_native_password by 'your_password';

o HUERE
M E &BRSSII N AVEERE


http://authx-minio.paas.xxx.edu.cn/security-center-ui
http://security-center.paas.xxx.edu.cn/
http://personal-security-center.paas.xxx.edu.cn/
http://cas.paas.xxx.edu.cn/cas
http://cas.paas.xxx.edu.cn/cas

BRSS BEEE
FIF PR user-data-service user
1B1XBRES user-authorization-service user_authz
IANIERRSS cas-server cas_server
INIERRSS (APPI&EFH) token-server token_server
FE= RS thridparty-agent-service agent_service
VA NIEE TS24 tmp_data
AN -
I g

create database “user® DEFAULT CHARSET utf8 COLLATE utf8_general_ci;

create database “user_authz® DEFAULT CHARSET utf8 COLLATE utf8_general_ci;
create database “cas_server® DEFAULT CHARSET utf8 COLLATE utf8_general_ci;
create database "token_server® DEFAULT CHARSET utf8 COLLATE utf8_general_ci;

create database "agent_service’ DEFAULT CHARSET utf8 COLLATE utf8_general_ci;

create database “tmp_data® DEFAULT CHARSET utf8 COLLATE utf8_general_ci;

o HUEEMPRIRF

J& database H9INFRIE F XS AOIK S

e
grant all privileges
grant all privileges
grant all privileges
grant all privileges

grant all privileges

grant all privileges

e SUPER #fRIZ¥

on

on

on

on

on

on

“user’ .* to 'user'@'%' with grant option;

“user_authz™ .* to 'user_authz'@'%' with grant option;

“cas_server .* to 'cas_server'@'%' with grant option;

“token_server .* to 'token_server'@'%' with grant option;

“agent_service  .* to 'agent_service'@'%' with grant option;

“tmp_data’ .* to 'tmp_data'@'%' with grant option;

BT BoksS BE6E flAss, 1, FE SUPER IR P KIKSHE user, user_authz, cas_server

A
AP -

grant SUPER on *.* to
grant SUPER on *.* to
grant SUPER on *.* to

grant SUPER on *.* to

o APEIRENIRIKS
FERE TSR

‘user'@'%";

‘user_authz'@'%";

‘cas_server'@'%";

"tmp_data'@'%";

MR, FEHIERR JUSARNMAEE. KSR BPEIBFRSNOEBIEEN N, FECIE— RKBBANEIEEKS
(user_trans) , FHRIZMKEZF & user.TMP_ORGANIZATION_ORIGIN. user.TMP_ACCOUNT_ORIGIN HJiE B 1Z/EHIIR

ANA -
A= -



create user 'user_trans'@'%' identified with mysql_native_password by 'your_password';

grant select on “user . TMP_ORGANIZATION_ORIGIN™ to 'user_trans'@'%’;
grant insert on “user’ . TMP_ORGANIZATION_ORIGIN" to 'user_trans'@'%’;
grant update on “user’ . TMP_ORGANIZATION_ORIGIN™ to 'user_trans'@'%';
grant delete on “user’ . TMP_ORGANIZATION_ORIGIN® to 'user_trans'@'%’;

grant select on “user . TMP_ACCOUNT_ORIGIN® to 'user_trans'@'%';
grant insert on “user” . TMP_ACCOUNT_ORIGIN  to 'user_trans'@'%';
grant update on “user’ . TMP_ACCOUNT_ORIGIN" to 'user_trans'@'%';
grant delete on “user’ . TMP_ACCOUNT_ORIGIN  to ‘'user_trans'@'%';

grant select on “user’ . TMP_ORGANIZATION_TRANS® to 'user_trans'@'%';
grant insert on “user’ . TMP_ORGANIZATION_TRANS® to 'user_trans'@'%’;
grant update on “user’ . TMP_ORGANIZATION_TRANS® to 'user_trans'@'%';
grant delete on “user’ . TMP_ORGANIZATION_TRANS  to 'user_trans'@'%’;

grant select on “user . TMP_ACCOUNT_TRANS" to 'user_trans'@'%"';
grant insert on “user’ . TMP_ACCOUNT_TRANS® to 'user_trans'@'%";
grant update on “user’ . TMP_ACCOUNT_TRANS" to 'user_trans'@'%';
grant delete on “user’ . TMP_ACCOUNT_TRANS® to 'user_trans'@'%";

rancher Zg33fE

o (B yam| RRIEXEE
B{F5ZE yaml XHHHYiER
0.infras

Eitight, BRIEE MySQLEUEREIWebE iR, SpringBootARSBHIERR

0.0.0.infras-base.yaml IB1EX harbor-registry MIIKSZ3
0.0.1.infras-mysql.yaml BB MySQLEUERE AYitbit. IP, mysql-adminer ij[a)iE3
0.0.2.infras-sba.yaml IEIEEN docker $H{&ithit

1.authx-service
WErhE 7 INERINARS
2Z yam| BH9IREE, EIEXEE

EETRSNLEMAERT, BN TXH (BEFE) PHRE
0.*-base.yaml 582X harbor-registry RIIK-S 2313

4.x.*.yaml, 5.%*-datax-job.yaml JEEM docker iE{&ithilt

1.*-env.yaml, 5.*-datax-job.yaml BB FIERFEZRE

2.*-ingresses.yaml BB B
0.0.trans-service-v4

bR TAEva AEUREERBERS (RIR)

1 IANEvA EESAE tmp_data T

WiEIRE, THREFHREMA, BHIEIBE APRS. BURS OBUEES



0.authx-service

LR AHEMMRS

an: mysQL BRSSHbtk (Endpoints) | XHHZAERRSS

1.authx-service-mysql.yaml

BEIEW mysql AIBRSHbUE 1P

2.authx-service-minio.yaml

JEEM minio AY “MINIO_ACCESS_KEY . “MINIO_SECRET_KEY

RIBERME pvc B storageClassName

9.poa-api-docs_install.yaml

BT INERIERSM poa EOXH, SAZE| poa-sa H1, **IETE poa LKTTAFAIE*

B poa KUBRSSHbYE ~POA_SERVER_URL'

1.thirdparty-agent-service

LA E=7RRSHERS

file-minio

824 minio HY ~FILE_MINIO_ACCESSKEY" . “FILE_MINIO_ SECRETKEY"

mail-smtp

IREY 289 smtp ARSSHbHE, HRFENKS, AT REHBM4

sms-aliyun

MR EZRYEA FIESAESRSS, 1Rt "ACCESS_KEY_ID . “ACCESS_SECRET ;
TS, IREEXNEETR, #TERFA

2.user-data-service

ttR BPIRS

user-data-service-goa

WR FUSHFBIENZEET LS openldap HE=FWEH, MAEE ~IJ0BS_RABBITMQ_** RFF/E (ENABLED=true)

3.user-authorization-service

LER RABRSS

4.cas-server

5 INIERRSS

cas-server-site-webapp

ERATVAIES, 3% certs/jwt/readme.md AR AFAApen, EEXEE
*CASSERVER_JWT_PRIVATE_KEY PEM_PKCS8' . " CASSERVER_JWT_PUBLIC_KEY_PEM’

&2 INEARSZSAIFMNMIAIE)HbEE © CAS_SERVER_NAME®



&2 CAT TGC MIZE, % {FMA https, MFUEER ~CAS_TGC_SECURE: "true"

B8 T2ty (KSEE. HEIBEE) AYFEiEithit - CASSERVERSITE_FORGOT PASSWORD_URL' .
* CASSERVERSITE_ACTIVE_ACCOUNT_URL®

BEEF (QQ. M. RS, ZHES) BLE ~ CASSERVER_FEDERATION_*
hSERBINE BXEE
1. 55518 (Fh75BBRB)  CASSERVERSITE_PASSWORDLESS_SMS_TEXT_TEMPLATE
2. JE{S#EOME © TPAS_AGENT_SERVICE_SMS_SENDER_PATH
MR N5 BRAPP 531, EX Token /A FAMBIE ~SUPERAPP_TOKEN_SIGNING_KEY_URL'
MR FAFFEE RIS, {828 " CASSERVERSITE_CAPTCHA_ENABLED: "true"®
5.token-server
bR IMERRSS (EFFAPP, FJif)
token-server

HRATARIES (Scas-serverfRiE—3) , $2Z certs/jwt/readme.md £mAFAHpen, EXEXERE
*TOKEN_SERVER_SECURITY_JWT_PRIVATE_KEY_PEM_PKCS8'. “TOKEN_SERVER_SECURITY_JWT PUBLIC_KEY_PEM’

28 INERRSH9FMNM A a)tEtE ~ TOKEN_SERVER_PREFIX®
&2 INERRSS Id-Token RYZE&EHNIN ~ TOKEN_SERVER_SECURITY_JWT_ISS
HSEBINE BXEE (Scas-serverfRiF—H)
1. 851 (FhAZBR8)  TOKEN_SERVER_PASSWORDLESS_SMS_TEXT_TEMPLATE®
2. JEfS#EOME © TPAS_AGENT_SERVICE_SMS_SENDER_PATH
ARINE, FREAKRRS, BAlis MAEAKRS. BEAKRS, RIBERREIEXEESH
APP BFERE N, FHTHERSHEND, ZIEOH Poa 12, HM
1. i POA client, ¥REY “clientId . “clientSecret’, EAJE Scope “messagecenter:vl:sendMessage’
2. 3REX JEEMRSH appld
6.personal-security-center
A TAZZHRO BIKHAPI, ZEH0 BIHUI

REDAKSHEXIRENZO, Uk KSHEE. Bi5kE FIh6E

TODO: 1824 bff. zuul ELE
TODO: 1&P4 security-center-ui ECE

9.jobs-server
R ESEERS
BT ERNES. MRES %, TR BPRUENEY
-

*ORKEIREARIRR KRG, SABPRIERR
* APEEERGE, BdESY, IBEEH Openldap R

o RINIE. sR=(E



E

infras # Bhtigie (F1ig, HESEIE)
authx-service # INEEARS
admin-platform # BBTA

EE=EE

EIE infras TRIE B =(E):

base

£ authx-service TR dpE=(8):
trans-service (INEVARIEIEERIRSS, lif)
authx-service
thirdparty-agent-service
user-data-service
user-authorization-service
cas-server
token-server
personal-security-center

jobs-server

o S AYAML
IR infras &1, % O.infras TAY yaml I#B SRS

0.0.0.infras-base.yaml
0.0.1.infras-mysql.yaml mysql web&IE

0.0.2.infras-sba.yaml

TEIE authx-service A, 3§ 1.authx-service THY yaml 2B SAOREN

SR 4.0.*-installer.yaml HUYTEIN

RECE
MBI

FAS AP (WREFE)

e T[i%, 1.authx-service/10.0.tmp.sql

ERIZRESARNG. KSEREN, THITZEIRERZA



e %, 1.authx-service/10.1.init-flow.sql
HEPEBT MiETE TS
AIBABIZTL N EIE RS, URADIARRIR
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