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BEEX
BEHNE
BIEEO sa
FFREEO poa
B4 512 sync-engine
JuFIRIT
B sa
SLR Entity
W FH
=) =]
el
1=
DRIEN
BRXAE
Value Object
W FH
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AEd
=0
DRIZI
BRXEE
E14 Event
\I/£% Service
FFR#EQ poa
SL{R Entity
FAFRfate
Value Object
RAFR/at

MBIt
mMBB%
NS
EEEO sa
FEO poa
IheEIRIT
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Ih&EIREA
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Red
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12X
DRIZN
=N
BGIT
BOEX
FFR3EO poa
Ih&EIR AR
BFft
BOENX

o ESRIHY: IBANEIE-ERIIHY-v1.1_19-07-08.docx https://supwisdom.coding.net/p/UM/attach
ment/1066238/preview/1066574

o FREE: BINRS-FmRA-v2.0_19-07-08.rp https://supwisdom.coding.net/p/UM/attachm
ent/1066238/preview/1066579
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https://supwisdom.coding.net/p/UM/attachment/1066238/preview/1066574
https://supwisdom.coding.net/p/UM/attachment/1066238/preview/1066579

. User Authorization .

/
’ \
/ Private MQ \
/ \
\

// '
\
/ pub event sub event —_| . i
/ / sync-engine \
\

user-
user- \

authorization-poa
authorization-sa write
role\user-role
!

BusinessDomain, /
System

User Data Service
sa-api

BiEE X

AP, WXiEh, BRE—iziE, B—1EE, JUE—1IKS. AJUE—TRF A

[ ]

o 1KS, BPANE—MIKS

o AFFMN, FEEXMU—ItRFIKS

o W, IEE=AXHENMAE, ICREMNMAFRR applicationld, A&REFEOMNE syncUrl HER

o A, LXHEF, ABAENE — A, AiNziE ARt d

e ABYE, E—HABHES, THEEX

o IR, JZ38, FHBEMNR. BRIEINR

o I, RN AFIEN, BsmEe. AeE S8 AP (KS. BFRMN) , FRFEEXNA
TEERE _LENINER

o DIRIFN, TN, DRI XEIRE DEIEDKS, FEXMIKSERNEE FTAEBHEXNR
TER PR

o TN, BNNEET—MIRIEINR, RRAIHT I (AP BR1E

o TEIE, RNEE T —MRIENR, RRAINHIT DERIBIN RIE



EHMZE

EIEEO sa

BiE:
o VAEHE
XI R FBRO(E B T 44
hE—:
1. FARE, 7T ae, BRURSEMENS, #THIE, BRR NANESASEO
(syncUrl)
2. FAES, AR NAEEEAO, CIENA, HIRFNAMRR (applicationld)
R
1. FFRE, EFNTEE, BIRSEMENP, B NANESAEED (syncUrl)
2. ARFE, AR NAEEEO, BN
e ABREIHE
N AR B HITHEE
s—:

1. BF5IE, RESTNANESAESEO (syncUrl) , MREINATHHEETIER
2. @AF5IE, B AREEE0, I BN AL

e

1. FFRE, EFRTE, RNRSEMENTR, CIE HEX Ae
2. AES, BR AREEEO, S BN AR

o ABAEERE



NABAHTER

ME—:

1.

B, AEESL, NABAMT CIE. B, MR XEXABFHEE

o RINEHE
REURIE: AP, RPN

Fi%#EO poa

EEpoafiE Nl
platform open api

UserRole
BiE:
o FENAFAR
SB=ANA, RIENABRR. AFPR, KBRzZAPEENAHAENARIIR
ms:

1.
2.

FE=FNMA, JUSENERINEEERIRFPENEE

E=FANA (FEALRSE) , aAKRTe, BNRSEIENFR, RIFEREHD, IS
applicationld

B=RNA (BEALRE) , 2FRTEE, BIRSEMENP, R NANETAEED
(syncurl) , = BiEtIERAE

E=AMNA (FEARE) , £ANFe, BINRSEMENTR, HABHTEN, = EE
R EEERL, BINNEED, #HTRIURE

E=HNA (FHALE) , EAKRFE, F&0pen API £fitgEHF, BRIFEREH, BE
clientld. clientSecret

B=FNA BEFARE) , EFRFES, Fa0pen API EiitgEHH, HIFRS

Scope (userAuthorizationServicePoa:v1:readUserRole)

E=HMNA (HEARE) , KB AXEERE - Tf], #MTReRRNNERL, HRkE
[ /apis/userAuthorizationServicePoa/vl/roles/userRoles ,

F=ZHNA FEARE) , REFBNSHIAPNAE, AEZRFENAERNRTEE

G5 5]|Z sync-engine


https://open-platform-3rd-app.supwisdom.com/demo/index

B!
o ENfELNANAE

RIBNBNES AEEZO (syncUrl) , ERFREEBE=FNANARIIER (BF 5 2% 3 ETEk
)

o ENEMAFABNXA

BT AFHN THARZTEMMES, MELKIERA, AN, FE-MIE, FIE RPN
NEBE. AA, REI%ESSRERD AN THKS

ETETHEPAN, RAENZLENAX (B S5 2% s £2TE8E) , KEBE ARANTHIKS
IR, HIRE APANNNNEE. AeE, EFAFARXA
o REH/ORAFPABHXA

ATHEEEAFNAR, S EEATH BPRNRER, FEERNERHTFS, BFDN
KS M Ae NERXR, AFEE ALREBR. ARARBR. AeATHABXENENR
i, ZiRN EMAFAEXA

SEMA:

1. BIEEO sa RSH, ARG, AEEARBIR. ARATHNAEXIKKER N, KhEHt
2. @F5I% syncengine A, iTHSMH, —BRIFEISMH, W BMBAFARXA

It

B8O sa



Role context Rolegroup context
‘ Application ‘ ‘ ApplicationRepository ‘ ‘ Rolegroup ‘ ‘ RolegroupRepository ‘
Entities
‘ Role ‘ ’ RoleRepository ‘
Value ‘ U ‘ I t ‘ ‘ l ‘ ‘
Obj
RolegroupRelateRoleReq
| | |
- | I I SR
AutoldGenerater ApplicationidValidat SyncUrlValidator RolegroupCodeExist
. or Validator
Services
RoleCodeExistValida
tor
A e e e s
DTOs
RolegroupRelateRoleRes
ponse
Grant context Data Grant context Grant Log context
‘ GrantedAccountRole ‘ GunhdAm;ﬂollmp = | ‘ og ‘ ‘Ganpcr:?yuchpmn‘
GrantAccessl| sito
I s | s
Entities
| | [y
[ | [ |
Value ‘ tRequest ‘ ‘ tRequest ‘ CreateRequest ‘ | RevokeRequest
Object:
GrantedUserscopeRolesP
ostRequest
o | I (SRS
Services
| [
DTOs ‘ pone
ostResponse
‘ GrantBatch ‘ ‘ GrantBatchRepository

SC{K Entity




GrantAccount <<views>

%S, (RE) , FEBPES

‘accountld : String
%S0

username : String
L

name : String

BE

identityType : String
B

organizationName : String

FRBERYN

[ Application |

businessDomainld : String
AL EHID

systemid : String
FiRALRID

name : String
&R

_ [ppiicationld : String

EIRIFR

syncUr : String
ABES RO

‘enabled : Boolean

GrantedAccountRole

RETA

‘accountld : String
WSID (HEIRA)

Toleld : String
=)

grantExpiredDate : Date
I NES 1)

SRERNKST (RIERKS)
HEFIRTN

Rz

‘accountld : String
#%ED 1

username : String
S

name : String
BE

identityType : String
55

organizationld : String
FiRERII

State : String
WERS

grantAccount : String
BIRIEA

grantTime : Date
FEAURIFES )

GrantBatch

batchNo : String
i

batchStatus : String
HORART (143 Grant, 2 1 Cancel)

grantedUserSummary : String

BB R

grantedRoleSummary : String
B ReRE

UserRole

- |BPaG, n&ﬂﬁwﬂﬂﬁﬁ%ﬁ.

originType : String
Rig

originid : String
HIBID

‘accountld : String

Role

‘applicationld : String
RIRTR

code : String

fie=]

name : String
£

description : String

ik

enabled : Boolean
RETA
externalld : String
SHEBID

TS0 (RIBRA)

‘applicationld : String
RIAATIR

roleld : String
“|meo

grantExpiredDate : Date
TN )

Rolegroup

‘code : String
8

‘name : String
L

Gescription : String
R

enabled : Boolean
REAR

roles : List<Role>
mES coc

RBE XBKNALR, 3M3

userscopeld : String
FFPAND (BIERA)

‘accountld : String
KSID (BIFIRA)

Toleld : String
ABD

rolegroupld : String
&40

grantExpiredDate : Date
RTINS )

‘grantExpiredDate : Date
BRI MRS 18]

‘accountld : String
WSID (RIBRA)

roleType : String
RBRE o

TolePk : String
RBID

CanGrant : Boolean
REFMENOBF 1R
canManGrant : Boolean
RENWEOE 1R
grantExpiredDate : Date
I WA )
‘grantAccount : String
BAUREA

grantTime : Date
EAURIERIE)

AP kS, BPAN
A, ESiHRNAT

MEE: AL, ARG

grantExpiredDate : Date
AN )

grantAccount : String
BUREA
grantTime : Date
EAURIFRS )

cancelAccount : String

MBBIRIEA

cancelTime : Date
IRRARIRAEES 18]

e Application

ASEES

| mesn: Role ME. Rolegroup M

4% e ), rolePk 3 roleld
% MRE B, rolePk 3 rolegorupld

batchid ; String
#RID

operateType : String
HRIEXE

userType : String
PR

userPk : String
APER

--- R RRECRBPMIRE
Hiw, HEEN

userscopeld : String
APRMID (RERA)

rolegroupld : String
&80

‘grantExpiredDate : Date
BRI IR )

operateType : String
PRIERE

JRERE: 1RMIER, 2 BIRIRR

‘grantType : String
ARRAE

UserType : String
BPHE

userPk : String

ARBAE: 1BPIER, 2 BIR. 3 EIRER

FIP#E: Account 1S, Userscope

BPxR 4% #S 8, rolePk A accountld
roleType : String %% MPMN B, rolePk 3 userscopeld
RBRE

rolePk : String -

REER F@EE: Role M. Rolegroup M
‘operateAccount : String 4% faf B, rolePk 3 roleld

BIEA 3 a4l B89, rolePk 3 rolegorupld
operateTime : Date

FRIFESE)

PP Account 8. Userscope
) 8 B, rolePk % accountid
2% FPIAN B, rolePk % userscopeld

roleType : String
MBRE

rolePk : String
RBER

‘grantAccount : String
BIUREA
grantTime : Date
FBARAFE 18]

‘cancelAccount : String
MEEAUREA

cancelTime : Date
AR FR )

[z A%RiR applicationld, HRS BohMENAERL, fRIEME—4%

Ae

® Role

FMBER: Role M. Rolegroup M
5 i B, rolePk 3 roleld
243% @A B, rolePk % rolegorupld




RBR
RZF#RIR applicationld, [ITEE Application B4 applicationld
SMERID externalld, FHABERNMABNAERPFHID, EFHENERR

fmed
® Rolegroup

RmEedx
XEXAE roles, 5 Role ERZNZHXEA

2%

e GrantBatch
AR
#t/%= batchNo, RIEETEEBNAEMKENR], RIEE—, yyyyMMddHHmMmSss
RYHFPHEE grantedUserSummary, BRIERER. BFPZE XE, KS. BPANRZE
RFABHE grantedRoleSummary, BERERESR, ABEN XN, AE. AEANZE

IR HBRTIE) grantExpiredDate, EAZE, MZRNKEER: BN, 3 TIHNE, ZFNE
BIESS

BRAURIEA grantAccount, LOXBRSURENNKS, HEEH. Bk
e GrantedAccountRole
ERMNKS - B X
e GrantedUserscopeRole
ERNEAFHN - A X
® GrantedAccountRolegroup
ERMHIKS - AEd K
e GrantedUserscopeRolegroup
ERMNNAFHN - AEd R
SRITA

e DataGrantedAccountRole
HERENSRIENEK, BlEE A, ABAKIE BRI, B 2R

AEEA roleType, Role 8. Rolegroup A, =X A BY, rolePk A roleld; A A
28 B¥, rolePk 9 rolegorupld

RN #EAT 8] grantExpiredDate, EHZ, WBNKHAR BN, HTIMNE, ZENE
IS
JFIRIRMEA grantAccount, IEREBIURIERINS, SEEH. Bif

YA

e GrantOperatelLog



REURIERE
GrantAccessLog

BXisE B &

Value Object

Wz FH

=) =)

ApplicationQueryRequest
BRIER, PIEBNA
ApplicationCreateRequest
BRER, SIENA
ApplicationUpdateRequest
BRER, BRNA
ApplicationQueryResponse
NS, 7 TTE AN A
ApplicationLoadResponse
MRS, HRYE id SREXN A
ApplicationCreateResponse
MMNXSER, BN
ApplicationUpdateResponse
MRS SR, EEN A
ApplicationDeleteResponse

MRS SR, HRYE id MIRRN A

RoleQueryRequest
BRER, PIEWEE
RoleCreateRequest
BRER, SIEAE
RoleUpdateRequest
BRER, BRAEE
RoleQueryResponse
MMNER, DAEHAEE
RoleLoadResponse
MMNSER, R id SRENAE
RoleCreateResponse

MR, SIEAE



® RoleUpdateResponse
MM R, EREE

e RoleDeleteResponse
MMMNSER, R id MERAEE

REed

® RolegroupQueryRequest
BRER, 7IEWAEAH

® RolegroupCreateRequest
BRUR, IEAEA

e RolegroupUpdateRequest
BRUR, BRAEA

® RolegroupQueryResponse
MR, PAEEREEH

® RolegroupLoadResponse
MRS, HRHE id SREVAEA

e RolegroupCreateResponse
MM, SlEEEd

® RolegroupUpdateResponse
MMMNR, EEEH

® RolegroupDeleteResponse
MRS SR, 1RiE id MIBRAEA

e RolegroupRelateRoleRequest
BRER, ABAXKAE

® RolegroupRelateRoleResponse

MNSTR, AEAXEKEE
21X

DRI

RIMAE

=14 Event

® RolegroupRoleUpdatedEvent



® GrantSucceedEvent
e RevokeSucceedEvent

I/'$% Service

FR#EO poa
Role context
Role RoleRepository
Entities
UserRole UserRoleRepository
UserRolesLoadRequest RoleUsersLoadRequest
Value
Objects
Events
Services
UserRolesLoadResponse RoleUsersLoadResponse
DTOs
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BERE, NRRENREL T,
|

Role UserRole
businessDomainld : String applicationld : String originType : String .
FimL S0 RIFRFRR iR i RTZCRBPMERRIFDE
Systemid : String Code : String originid : String 2, HEH
_ N T FRALRID R FIBID
e e e
= £ HKEID (RIBIRA)
“*~.__ [applicationid : String description : String applicationld : String
| EAATR EL:7 RIFB#RIR
syncUrl : String enabled : Boolean roleld : String
AeEZSEOEIUA RERA b=
enabled : Boolean externalld : String grantExpiredDate : Date
RETA SMEBID AT HARS 18]
e UserRole
Value Object
{Vvalue Object) {Vvalue Object) {value Object)
UserRolesLoadRequest UserRolesLoadResponse UserRolesLoadResponseData
applicationld : String code : String applicationld : String
RIFFRIR RIFFRIR
username : String message : String username : String
BPE £8 BP&
data : UserRolesLoadResponseData roles : List<Role>
g e

AFfae

e UserRolesLoadRequest
BRER, FRAFPNER
e UserRolesLoadResponse

MRS SR, SRERAFPHAE

MRt

InE B %



BR&

api-docs

doc
doc/requirement
doc/design

doc/installation

1588
ORI
T S

sql PR RMEIAS . W EIERI A
deploy-manifests BRE A
deploy-manifests/k8s k8s 1HXBRE X1
user-authorization-common NS
user-authorization-sa BEZEOWE
user-authorization-poa FermEOme

YN II=

1B B & user-authorization-common

IiE e dn
com.supwisdom.institute.common PNHEZE (U0, entity EE, vo EE %)
com.supwisdom.institute.user.authorization.service.common B /A

B2 sa
InE B & user-authorization-sa

IiE &

com.supwisdom.institute.user.authorization.service.sa

configuration IMBEc&EX
listener R
utils THEXE
application WA (S3)

entity SCIRZE, ZMAAK



repository g

service W5k ( @service $*fZ, AA remote FKEXZ] JSONObject MHfF, #%
Y JOPO ¥R, FAFRH Controller {£M)

vo BEXR (W, BK. WNR)
webapi.admin #0O ( @RestController jEf#, @M service 3REYZ JoPO WHKfF, #

AL vo, IR[EINMAL)

role Be (W)
rolegroup Aed (Wss)
grantbatch REHR (Ws)
granted AP (s5)
datagranted DRI (W53)
grantlog BINEE (W)

&0 poa

I8 B % user-authorization-poa

IiE Blap

com.supwisdom.institute.user.authorization.service.poa

configuration IMBE &
listener AT e
utils =E-S
role Ame ()
entity SCIRZE, T4k
repository TFfiEE
service Wz ( @service Xf&, M remote FKEYZ] JSONObject WH/G, ¥

AL J0PO IR, AAJSH Controller {FH)



vo BEXNR (W, BEK. WAIFR)

webapi ##0 ( @RestController :fi#, @M service FXEYZ JoPO WHfF, #
Y vo, R[EINEN)

Thegigit
EIRIEO sa

ThEEiRBA
W FR

o HTIERNA
GET /v1/admin/applications

pageIndex=0&pageSize=20&mapBean[businessDomainId]=1&mapBean[systemId]=1&mapBean|[a
pplicationId]=1&mapBean[name]=7{jlFi&mapBean[enabled]=true

o 1R4E id IREXN FH¥IE
GET /v1/admin/applications/{id}

o BIENA

POST /v1/admin/applications

{
"businessDomainId": "1",
"systemId": "1",
"name": "RBINFA",
"syncUrl": "https://example.com/api/vl/roles",
"enabled": true
}

Mia) vz :



"code": 0,

"message": null,

"data": {
llidll: II]-IIJ
"businessDomainId": "1",

"systemId": "1",

"name": "RBINA",

"applicationId": "1",

"syncUrl": "https://example.com/api/vl/roles”,

"enabled": true

o 1N

PUT /v1/admin/applications/{id}

"businessDomainId": "1",

"systemId": "1",

"name": "REBINFE2",

"syncUrl": "https://example.com/api/vl/roles",
"enabled": true

Mia) vz :

"code": 0,
"message": null,
"data": {
"id": "1,
"businessDomainId": "1",
"systemId": "1",
"name": "/RINFE2",
"applicationId": "1",
"syncUrl": "https://example.com/api/vl/roles",
"enabled": true

o 1RYE id MIBRN A
MIBRAYDIEMIER . MIBRES, RRMERNATHHEE,

DELETE /v1/admin/applications/{id}



o IRIEN FEHNIR applicationld $KEXR A

GET /v1/admin/applications/applicationId/{applicationId}

MRy :

"code": 0,

"message": null,

"data": {
llidll: II]-IIJ
"businessDomainId": "1",

"systemId": "1",

"name": "RBINF",

"applicationId": "1",

"syncUrl": "https://example.com/api/vl/roles”,
"enabled": true

e

e NIIEHAE
GET /v1/admin/roles

pageIndex=0&pageSize=20&mapBean[applicationId]=1&mapBean[code]=teacher&mapBean[na
me ]=%{figmapBean[enabled]=true

o IRIE id SKENAEIFIF

GET /v1/admin/roles/{id}

o SIZAE

POST /v1/admin/roles

o EIAE

PUT /v1/admin/roles/{id}

o RIEidHRAEE
PIEF 4D ERMIER . MIBRET, EIET MIPR 5 AEE XHR (RolegroupRole) ;
W 5 ARAKS XA (GrantedAccountRole) ;
Wi 5 AP AXFR (GrantedUserscopeRole)



B, MBBURPURS H EREE, FCEREEERE. IERENEE: HiE, AeRmb

DELETE /v1/admin/roles/{id}

o RENWATHAE
BEREN RAFRIR (applicationld)

GET /v1/admin/roles/applicationId/{applicationId}

Red
e SIIEWAEA

GET /v1/admin/rolegroups

pageIndex=0&pageSize=20&mapBean[code]=teacher&mapBean[name]=2X/f

&mapBean[enabled]=true

o IRIE id SRENAEAIFE

GET /v1/admin/rolegroups/{id}

o SIRFMEAR

POST /v1/admin/rolegroups

o ENFAEA

PUT /v1/admin/rolegroups/{id}

o IRIE id MFRAEEAR

DELETE /v1/admin/rolegroups/{id}

MR A YDIEMIER. MIFRES, BB MR S5 AT AXFR (RolegroupRole) ; #itH 5 ARAKS AIX
% (GrantedAccountRolegroup) ; i 5 PN B9Xx R
(GrantedUserscopeRolegroup) ;

B, MEUSURPURE A EfEE, FICREHERE
e RBABATHAES



GET /v1/admin/rolegroups/{id}/roles

loadAll=false&pageIndex=0&pageSize=20

o XEAAE

POST /v1/admin/rolegroups/{id}/roles

"addRoleIds": ["1", "2"],
"delRoleIds": ["3", "4"],

AR

o DIIERAHLIR
GET /v1/admin/grantBatches

pageIndex=0&pageSize=20&operateAccount=1&mapBean[batchStatus]=1&mapBean[grantTime
Begin]=2019-09-22&mapBean[grantTimeEnd]=2019-09-25

o 1RIE id SREURIULIRIFIF
GET /v1/admin/grantBatches/{id}

o BIERMALIR

POST /v1/admin/grantBatches

o (EEURIHLIR

PUT /v1/admin/grantBatches/{id}

o HEHIRAUIIR
GET /v1/admin/grantBatches/{id}/cancel

operateAccount=1

BEREN #ERID

RIBHEIRIIRIAY GrantedAccountRole, GrantedUserscopeRole, GrantedAccountRolegroup,
GrantedUserscopeRolegroup ic&, BIHIEN

BN, (MERUESPURS A ERHE, FicEEENE; ERENIERTIBERREIRS. B
B8] 5

21X



o NI, BMAREMN, KN ERAZR £BWN AE/4H
GET /v1/admin/granted/grantedAccountRoles

operateAccount=1&accountIds=1,2,3

WEREN ARTIFE (accountlds) , EiHRIFFEAGR HEHFEEN A& (rolelds) 3 AE4H
(rolegrouplds) , R[E

o NI, BMARRN, R EEAL, FRN AE/4d, FBRN ae/d

POST /vl1l/admin/granted/grantedAccountRoles

"operateAccount": "1",

"grantExpiredDate": "2019-07-23 17:48:00",
"accountIds": ["1","2","3"],

"addRoleIds": ["1","2"],
"addRolegroupIds": ["3"],

"delRoleIds": ["9"],

"delRolegroupIds": ["4","5"]

EREN BiERY A (accountlds) , f5750RY A& (addRolelds) 5§ FAE&A
(addRolegrouplds) , 15T A (delRolelds) ¢ A4E (delRolegrouplds) (—f&H
HEHEN)

Bt AR S A I Aed NRINKR
o NN, RAE/ARN, KN EEAe/H H BN AR

GET /v1/admin/granted/grantedRoleAccounts

operateAccount=1&rolelds=1,2,3&rolegroupIlds=4,5

BREN iR A (rolelds) /At (rolegrouplds) , EifZ AE/A HEHREN AR

(accountlds)

o NI, WAB/ARN, RR BEAE/AH, FRMN AR, FBRN AR



POST /vl1/admin/granted/grantedRoleAccounts

{
"operateAccount": "1",
"grantExpiredDate": "2019-07-23 17:48:00",
"roleIds": ["1","2","3"],
"rolegroupIds": ["4","5"],
"addAccountIds": ["1","2"],
"delAccountIds": ["3"]

}

BEREN B B (rolelds) /At (rolegrouplds) , HAMAT AR
(addAccountlds) , 150 AZ (delAccountlds)

o NI, AP, R EEXAFAN HEH0 Ae/d
GET /v1/admin/granted/grantedUserscopeRoles

operateAccount=1&userscopelds=1,2,3

EREN BFP#N (userscopelds) , EWRIBFAFIN HEHERN B (rolelds) = AB4A

(rolegrouplds) , R[E

o ANINIRAN, RAFPMNZER, 12X EERAFAN, FR me/d, 5BRN Ae/d

POST /vl1l/admin/granted/grantedUserscopeRoles

{
"operateAccount": "1",
"grantExpiredDate": "2019-07-23 17:48:00",
"userscopeIds": ["1","2","3"],
"addRoleIds": ["1","2"],
"addRolegroupIds": ["3"],
"delRoleIds": ["9"],
"delRolegroupIds": ["4","5"]

}

ERIEN B2/ AP (userscopelds) , #F4MNEY Bt (addRolelds) = AEA
(addRolegrouplds) , 15#BRE0 e (delRolelds) I A4 (delRolegrouplds)

HEHREN)
B APAN 5 A 5 el NRINKR

DRI

o DHEBRDLRNNEERIKS

(—fzH



GET /v1/admin/manGrantedAccounts

operateAccount=1&loadAll=false&pageIndex=0&pageSize=20&mapBean[keyword]=iKS /{3
&mapBean[identiyType]=%/f

o 1RYE id SRERD FIRANBVIFIF

GET /v1/admin/manGrantedAccounts/{id}

operateAccount=1

Mia) iz :
{
"data": {
"id": "1,
"accountId": "1",
"username": "T000001",
"name": "K',
"identityType": "#@",
"organizationName": "#&R/H",
"state": "IEE",
"manGrantedAccountRoles": [
{
"id": "1,
"accountId": "1",
"roleType": "Role",
"rolePk": "1",
"canGrant": true,
"canDataGrant": false,
¥
{
"id": "2",
"accountId": "1",
"roleType": "Rolegroup",
"rolePk": "2",
"canGrant": true,
"canManGrant": true,
}
1
}



NN RIZAX

POST /v1/admin/manGrantedAccounts/roles

{
"operateAccount": "1",
"grantExpiredDate": "2019-07-23 17:48:00",
"accounts": [
{
"accountId": "1",
"username": "T000001",
"name": "3RI,
"identityType": """,
"organizationName": "#i/n",
"state": "IEE"
¥
{
"accountId": "2",
"username": "T000002",
"name": "ZEEE",
"identityType": "Z/f",
"organizationName": "[2Ej",
"state": "IEE"
}
1,
"manGrantedAccountRoles": [
{
"roleType": "Role",
"rolePk": "1",
"canGrant": true,
"canManGrant": false
¥
{
"roleType": "Rolegroup",
"rolePk": "2",
"canGrant": true,
"canManGrant": true
}
1
}

EREN B1EH K2 (accounts) , 5080 B (manGrantedAccountRoles)
BRER/N BEmN kS, 1SRN de, {®7F ManGrantedAccount. ManGrantedAccountRole

1EER 3 IR

PUT /v1/admin/manGrantedAccounts/{id}/roles



"operateAccount": "1",
"grantExpiredDate": "2019-07-23 17:48:00",

"manGrantedAccountRoles": [

{
"roleType": "Role",
"rolePk": "1",
"canGrant": true,
"canManGrant": false
¥
{
"roleType": "Rolegroup",
"rolePk": "2",
"canGrant": true,
"canManGrant": true
}

o BD LRI EEKS

PUT /v1/admin/manGrantedAccounts/{id}/replace

"operateAccount”: "1",

"account": {
"accountId": "2",
"username": "T000002",
"name": "ZEE",
"identityType": "Z/f",
"organizationName": "/5&h",
"state": "IEE"

BEREN, FERNERBIKSER, #1T7E8HR
Bk, FELNENTEIC:

1. #7t& ManGrantedAccount, {BZi#I#f # accountld @B BEAEFRE; HFE # accountld By
ManGrantedAccount, NIZR#IET E# grantAccount &4 E accountld, #&
grantAccount 5 [& accountld, N I@RFciEE R

2. Y% ManGrantedAccountRole JFNRY accountld B NERIEIEIKS (accountld) , FHI§
[F3RE ZEEKS MRS RIBINEUE £E8ER, ManGrantedAccount,
ManGrantedAccountRole FRHHY grantAccount, revokeAccount

o DRI



PUT /v1/admin/manGrantedAccounts/{id}/revoke

"operateAccount": "1"

}

BREN DRIIFN id #HITHIE
B, FELENTEIC

1. ¥ iZEEIKS (ManGrantedAccount B accountld) AMBERYISIVENIE

(ManGrantedAccountRole By roleType. rolePk) EJiCFE S ERHEEH,
GrantedAccountRole, GrantedUserscopeRole, GrantedAccountRolegroup,
GrantedUserscopeRolegroup &HAJ grantAccount 5 accountld, roleldgfrolegroupld Xt
NAYCRHAITHE, HE BT BWAA D RIS EIRIKS MIRRIEIE, HTHEHE
dE ZEEKS (ManGrantedAccount BY accountld) BRI RISIEIE

(ManGrantedAccountRole B roleType. rolePk) BIiEH EERHIHE,
ManGrantedAccount, ManGrantedAccountRole F&HI#J grantAccount 4 accountld,
roleType. rolePk XN AVICFRHITHEE. FH B B0 BWMFIE 2 RIRINEUE, HITHE
. #B#E id, & ManGrantedAccount #1THIE, JEX<EXAY ManGrantedAccountRole #4171

H;
BIXAE
o HIEBFIURERT
o HIEIBENIALEBE
gt
EOEX

1% User Authorization Service Super Admin APIs (v1)

FH#EO poa

TheEiAR
AFfate

o RBAFNAE
BOEX

7% User Authorization Service Platform Open APIs (v1)
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