TARZEHRLIRITXE

MAR 2RI
BRI
IYSEES i)
IY=EE22S
BREX
BIEEX
RERNRZEEH
nonce 4 REFLM
nonce FY{EF
IhEEIRIT
BRINEE
B
REVECE
KEES
BEXER
BRRER
KEES

ZRIRE

REZEF

RELZHRFE
BReERIRE

RRBEERIRE

PREZNE

1B E RS

o TR Z—EBMINEERV009-2019.04.22 https://supwisdom.coding.net/p/cas-server-doc
/attachment/369676/preview/431930 X#4F, PAZEHIC B0

o XHFR: HERE-AIRIZSKERERSR V1 _5.6( 1) https://supwisdom.coding.net/p/cas
-server-doc/attachment/443038/preview/474149 [REIFR, PAZEHL ED

Bt

=k
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Personal Security
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Personal Security Center BFF :

-
I

BFPRS JAMERRSS RARSS
user—data-service cas-server user-authorization-service
sa-api sa-api sa-api
L i FAAPIRX

/

Personal Security Center BFF, =ZME/[a) personal-security-center TAZER0 B9 FinINE RIEZFR

Re, REG-MIAEAD B, BT#HAT VhlaiE).

MASER, BEHDBETDMRS FHAPIRS,
IFIET

I EHESR



Personal' Security

Center

Frontend
j -

I IR G CIID LD CII D I S I S G I GEmnh G G G S G S G S G G G — e— \
Personal Security Center BFF
. v
configuration
controller Vo

security l

listener

s l

entity

®
<
o)
[

BFPR%S INEARSS RIARSS
user—data-service cas-server user-authorization-service
sa-api sa-api sa-api

BRENX
com.supwisdom.institute.personal.security.center.bff
configuration BB &3

security IANIE. ThaE

listener Y5028

utils TR (40, KNEIERAPNR)

base &3 (4, entity EZ. vo B %)

entity SEARZE

vo EXR (U, EK. MLNII5R)

remote ItFEARSZAPI BAZE (BT FeignClient X, 3R[E] com.alibaba.fastjson.JSONObject 3%)



service W£E% ( @Service ;T#, A remote $KEXZI JSONObject W& /G, A POJO W&, AE
B Controller {£F3)

controller 12#I2 ( @RestController ;¥f#, AR service 3XEXZ POJO WHRIT, ¥E#AK vo, REINT
\7)

F18E X

o 1A token, MRIABAFNEGIEAF, BRASRRNEKRE, #HUFH LiZ token
e XRH token, —RMtoken, HWRAFEEARE (1F3IR REM ) RIMER, &TRE. B
BURES

o XREBM, —RIIRBIRIRIF, BRBZEFESEKRE.

mT, EAEESBOERT, SIRLOBERPANSHIN, RESENAPEIENSBE
S\ ELA S BT AR

#, RF FRE token AR FITIZS, BIBAFERRKYAIRBENBIEN, SHIgEHLE F—PBHN
BRIELRIR[OIAY R token, HFNEKRTIQIUEZ FKE token BEEN

MmEA, i token {EMEIMENKRER, EREM, MWRARESDHEBRH

RERNR2EH

AT RIEAIRRRZAIER EREONZES BILERNKE. BIIECSRFE)

AIRER TR BIUESHN T —HRIER, FERI —XEEE nonce, MERKIEKRN, TFELiZE
1&

1. BXRTRRETE, BIIER— init B9 OIREX nonce
2. EANT—FTTH, FEHL—STTETRZMINN, RERILERFIRE nonce

BREME, ROERERNEN, EFURE— ##nonce

ERKBURBATIRE, THEIRE FdInonce, BEIFTEREIRRR, MBFITFRETTEHIREX nonce

nonce & i N1

SIS RAF + NEE + %18

nonce BI{ER

5 IE CSRF X



IhEEiR It
EFINREE
g%

RNECE
RHEEEONEE, KOEREE. R2RERE. R2RENERE. WEHARES
o RIERLRERE, 23 kSEET R2F. RLHBEREXRE RTER

o RIFZEIREMEEE, =6 BEE. HAELEFI. BEREHE RESE
o RIFASEREE, ZH KREERIRET XMIE. 5. QQREXEE ZSER

v —W—
kSEE
EXRER
1. FRisEOIRIT
SRENEA{E R GET /users/info

MLz (application/json) :

{

"acknowleged": true,

"data": {
"name": "IKEEFE",
"sex": "B",
"nation": "JNji&",
"identityType": "BiE",
"identityNo": "31@******9g"

"imageUrl": "xxxxx",
llmobilell : n II,
"emailAddress":"",

"accounts": [
{

"id". "1",
"username": "BKS",
"identity": "By (ZM. ARAE. HARE)",
"organizationName": "FREH",
"expireDate": "2020-12-31",
"isActivate": "BEHEE(Z. &))",
"status": "IKE(EE. FE)"



&K% POST /users/info/portrait

EK (form)

MgNz (application/json) :

{
"acknowleged": true,
"data": {
"imageUrl": "xxxxx"
}
}

&2k 1%& PUT /users/info/portrait

KK (application/json) :

"imageUrl": "xxxxx"

}

MaNz (application/json) :

"acknowleged": true,
"data": {
||messagen: "'f%ﬁﬁzljjn

BRREE
1. EiREOIRt
REEXRER
JI_ILU EZS{%_I%\ - ﬁﬂngIK{_é—l%\?gD o



FAl. BRFE. WXEL; BN, RO REREERE (AIRAIRELE, 56 KEF. Z2H0FE
RORIFEVER)

Eesth X EHE
PRTEEMBIX, HriEthit

KSEE

—THPT, FESTKSHER, RERKSIIR.

TEIRE

ERZEIRE

RIEHAAPN RE2FR. FNRERE. BEAERS

BT, RE RE2RERE (FinARIFERE, &6 KEFI. KEME REXEFNET)

1. BiREORT
KENZ 218 B8 GET /users/security

MLz (application/json) :

{

"acknowleged": true,

"data": {
"securitySettingConfigs": [
1,
"securitylevel": 3, // 1 1%, 2 &, 3 5
"mobileBinded": true,
"emailAddressBinded": false

}



BB REE

B ———»

[— 3# X Step 1, BRBIIE

F-1

BAREE, B —»

B Step 2, RLWIE

BIERIEAR, LRRIER —»] |

D - 1 C T T

BRI, B —»

«— j#\ Step 3, BEEIB —

BAFEBE, B —»

b IS AV AL |

X.

&K noncel ———»

<«— jR[0] nonce1

— 323X password, noncel —»| )

<«—— JR[5] nonce2

1272 type, nonce2 ———»

<— jR[2] nonce3

232 code. nonce3 ——»

<«—  jR[2] nonce4

$23Z newPassword, nonce4 —»

<« REER

I,________

generateNonce ()

=

checkNonce ()

checkPassword ()

checkNonce ()

endCode()

=

checkNonce ()

checkCode()

b=

checkNonce ()

changePassword()

T

BREL ———>



1.

THRERAZEIRIT:
STEP 1

153K f5im, /users/security/password/initPassword, JREX ZRIRERizOcE, RIE HaiAF +
iEE + ZBS (1) + B4, %M nonce

N Al
BFPFBARZE, 2R (REB, £8S (1) , nonce)

BRIGH, /users/security/password/checkPassword, #2536 nonce, 1R [RZRFS; WILIEHE,
RIELDIREMELE WESES (2813) , RIE 1A/ + MEE + FBS (253) + %
£, 4R nonce; &[N, REEIRER

AIImIRIELR, RREIR 3 RIES RS SMEI STEP2 5L 3

STEP 2
=]

RPIEERIIEAT, RERIERIEE (ZHREMEK 60s) , & (F®S (2) , nonce)

BXR G, /users/security/password/sendCode, & nonce; WIRIEHE, &KXIOIERSEIHATA
FRIFHEFE; SN, REHEIRES

BIRIR R RIEE R
BFPBANIEE, 22 (I, $8S (2) , nonce)

BEREH, /users/password/checkCode, 38 nonce, W8 IIERS; WINIEH, RIE HaiAF
+ [WEE + ZBS (3) + 258, &R nonce; &[N, REFEIRER

AImIRIELS R, RREIR B3 RIES RS SME STEP 3

STEP 3
HiI U PR 71~ DL [ED

RPN 2, WARE, B (REE. BAEE. S8/S (3) , nonce)

BERElH, /users/security/password/changePassword, #4 nonce, RIHIEETHFERILHR
B WINIEM, R®REMZDG, REKEINES: SN, REFERER

HImiRIESGR, RNER

. ElmEOIRIT

a1t GET /users/security/password/initPassword
SREWMR1EE (40: nonce)

MLz (application/json) :



"acknowleged": true,

"data": {
"nonce": "aaa",
"step": 1,
"message": "#IIATLALIN"
}
}

S

IIIEE KRG POST /users/security/password/checkPassword
REFEL, #THIE, HREZEREMELE, WEDSR (step: 28 3)
BERIK (application/json) :

ﬁ?ﬁ

H

"nonce": "aaa",

"password": "pppooo"

MRz (application/json) :

{
"acknowleged": true,
"data": {
"nonce": "bbb",
"step": step,
"message": "I&UERNIN"
}
}

KIAIRIERS POST /users/security/password/sendCode
RIFIOIF AT (checkType: mobile, emailAddress) , IGI&IFRE & %R MR FH SR HRFE
ERAK (application/json) :

"nonce": "bbb",
"checkType": "mobile"

MLz (application/json) :



"acknowleged": true,

"data": {
"nonce": "ccc",
"step": 2,
"message": "RIZEMIN"
}
}

IEEBOIERS POST /users/security/password/checkCode
RIS

BERIK (application/json)

"nonce": "ccc",
"code": "1234"

ML (application/json)

{
"acknowleged": true,
"data": {
"nonce": "xxx",
"step": 3,
"message": "I&IERLIH"
}
}

B2 E R RS POST /users/security/password/changePassword
B E R EY
BERIK (application/json)

{
"nonce": "xxx",
"newPassword": "qqqwww",
"confirmPassword": "qqqwww"
}

ML (application/json)



"acknowleged": true,
"data": {
"message": "{EEALIH"

IREREF,

[ User ] (_Frontend ]
F—— REREFH ———>
i&3R noncel ———»

[ & Step 1, EHIMIE

| sAunEs, #x —

-1

A Step 2, REIIE

EEWEAR, RXMIER —>

I — -1 L L

WAL, B —»

<+ j#\ Step 3, BEREFH —

=

BAREFH, REXRIEE —>

<«+—— JR[E] noncet

——— 123% password. noncel —

<—— jR[5] nonce2

232 type. nonce2 ——»

<— jR[25] nonce3

$23Z code, nonce3 —»

<+— JR[E] nonced

I_________

generateNonce ()

T

checkNonce ()

checkPassword ()

checkNonce ()

sendCode()

checkNonce ()

checkCode()

o



1.

checkNonce ()

E sendCodeByMobile()
<— JR[E] nonce5 _[’T

|— #£3Z mobile, nonce4 ——»

I — -1 LT T )

F-

BRI, B —»

#2832 code, nonce5 ——»
- checkNonce ()

RERAPHEEFH — |

i checkCode()
e RESR LJ
N i

X

ThRERAZIRIT
STEP 1

EKEIE, /users/security/mobile/initMobile, FXEY ZIRBRIZECE, RIE LRiBAF + [EH
+ ]S (1) +B5, 4R nonce

BlimR/R L E
BFRRANRZE, B (RZBE, $ES (1) , nonce)

ERIEH, /users/security/mobile/checkPassword, #3& nonce, K36 [RZAFS; WINIEM, iR
BLIRERELRE RESES (230 3) , RIE HaiAF + HE& + PBS (23 3) + B,
4R nonce; BN, REIFEIRER

AIRIRIELEE R, RREIR 3 RIES RS SAEI STEP 251 3

STEP 2
Hil i FR& 71~ DL [E

AFEEIIEAR, RIEAEWIES (=6 REMmE 60s) , &2 (FE,S (2) , nonce)

1BKEi%, /users/security/mobile/sendCode, #%3& nonce; #RIQIEHE, AIEIQUERSEIHBIAF
BFHELEFE: S, REEIRERE

Al R AR IEER
RPBWARIEE, 232 (IS, $8]S (2) , nonce)

EKEiR, /users/security/mobile/checkCode, 136 nonce, A6 IQIFRS; REQIEHE, RIE H
BIAF + HEE& + PBS (3) + B4, £ nonce; BN, REHEIRER

AIImIRIELER, RREIR 5 RIES RS SME STEP 3



STEP 3
AT i F 7~ DL E
AFBN FFN, REREEIES (EHREME 60s) , =R (HFN. T®’S (3) ,

nonce)

=RET /users/securlty/moblIe/sendCodeByMoblle W% nonce; WIGIEHE, KIXEINIEREE!
%ﬁ?*ﬂ” :u)rl\U &IEI%‘ELBE I:llu

AR R ARIZE R

RAFEWEIEIESEGE, MARIES, #3 (FrF. K®iEs,. $8S (3) , nonce)

ERIGIH, /users/security/mobile/checkCodeBindMobile, #3& nonce, #3% IHFRS, KILF
NSEBES ZRIRERIEBNFINS— RER, REHFN, REKRINESR: S, REH
®ER

HIRIRIELER, BRER

. EiREOIRT

¥3A1t GET /users/security/mobile/initMobile

REIAER (20: nonce)

Mz (application/json) :

{
"acknowleged": true,
"data": {
"nonce": "aaa",
"step": 1,
"message": "#ALERIN"
}
}

OB F S POST /users/security/mobile/checkPassword
R EREE, #HTHIE, HIREZZIRENRELE, WELSE (step: 25 3)

=
=]

KK (application/json) :

"nonce": "aaa",

"password": "pppooo"

MLz (application/json) :



"acknowleged": true,

"data": {
"nonce": "bbb",
"step": step,
"message": "I&UERNIN"
}

RIAIRIERS POST /users/security/mobile/sendCode
RIBIIEAT (checkType: mobile, emailAddress) , §3GIERD& %5 P KB FAN S EAR5S
BERMK (application/json) :

"nonce": "bbb",

"checkType": "mobile"

MLz (application/json) :

{
"acknowleged": true,
"data": {
"nonce": "ccc",
"step": 2,
"message": "&RIZRIN"
}
}

IEHIEBEIERS POST /users/security/mobile/checkCode
R

BRI (application/json) :

"nonce": "ccc",
"code": "1234"

MgNZ (application/json) :



"acknowleged": true,

"data": {
"nonce": "xxx",
"step": 3,
"message": "IRIERLIN"
}
}

AOEIUERSRIFTF AL POST /users/security/mobile/sendCodeByMobile
RPBNIFNGE, RERIEBEIFTFN
15K (application/json) :

"nonce": "xxx",
"mobile": "13788880000"

MgNZ (application/json) :

{
"acknowleged": true,
"data": {
"nonce": "yyy",
"step": 3,
"message": "RIZEMIN"
}
}

IOIFIOIERSFH 4B E FFAL POST /users/security/mobile/checkCodeBindMobile
FRAFPBNRFNNRIES, RFAITHFNHE
BRAK (application/json) :

{
"nonce": "xxx",
"mobile": "13788880000",
"code": "@987"

}

MaNz (application/json) :



"acknowleged": true,
"data": {
"message": "#FERIN"

IRERZHRFE

—r ) T [_BFE ]
———— ERSME ——> :
R o
&K noncel ———| generateNonce ()

[— N Step 1, BERRIE —

—— BASRIER, B —>

-1

BN Step 2, RLWIT

BREST, RRWEE —»] |

- L Gl

BAIIER, B —»

<+— )\ Step 3, HEREHFE —

WMAREHFE, RXMIEH —>

<«——  jR[5] nonce1

——— 323Z password, noncel —

<«—— JR[5] nonce2

1233 type. nonce2 ——»

<— jR[2] nonce3

$23% code. nonce3 —»

<«—  jR[2] nonce4

=

checkNonce ()

checkPassword ()

=

checkNonce ()

endCode()

=

checkNonce ()

checkCode()

#2232 mobile, nonce4 —>”—_|

BT

checkNonce ()

T



1.

sendCodeByEmailAddress()

<+— JR[2] nonce5

D a— -1 A1)

}-

BAMIER, B —»

$2%% code, nonce5 ———»
— checkNonce ()

i checkCode() é
: REAPHRLHEE —>
-~ AR ——
HNBINAE i .

X

THRERAZIRIT
STEP 1

BXREiH, /users/security/emailAddress/initEmailAddress, 3REY ZEiRBRIZERE, RIE H
BIAF + HE& + ZBS (1) + B4, 4R nonce

D) Al
BFPBARZE, 2R (REB, £8S (1) , nonce)

153K f5im, /users/security/emailAddress/checkPassword, #3& nonce, 56 [RZEME; RIEIE
i, RIELSRERELRE BESES (230 3) , RIE SpiAF + HE# + 8BS (253) +
%A, £ nonce; BN, REEIRES

AIImIRIELR, RREIR 3 RIES RS SMEI STEP 253

STEP 2
3 R 7 DU

RPIEERIIEAT, RERIZFRIEE (26 REMEK 60s) , & (F®S (2) , nonce)

BEKIGHH, /users/security/emailAddress/sendCode, #2536 nonce; 1REGIEHE, KIFWIFRDEIY
BIFFPRIFNEEFE; SN, REFEIRER

BIRIR R RIEE R
BFPBANIIEE, B2 (IIES, $ES (2) , nonce)

BRIEH, /users/security/emailAddress/checkCode, #4& nonce, W38 IIEHE; WIRIEH,
RIE HRIAF + iHEE + 28BS (3) + &5, £ nonce; BN, REEEIRER

AImIRIELS R, RREIR 3 RIES RS SME STEP 3

STEP 3



AT F 7~ DL E

BF&A fiFE, |mEAXRIE (IZ6HaE5MEK 60s) , R (FiFd. 28BS (3) ,
nonce)

BERIGHH, /users/security/emailAddress/sendCodeByEmailAddress, #3& nonce; WIRIE
B, ARIFWIEBRIFETENFE; SN, REEIRER

BlmIE AL R

FARERRIEIEEGE, BARIED, 183 (GitfE. IEBE. £S5 (3) , nonce)

153K 5w, /users/security/emailAddress/checkCodeBindEmailAddress, #&3& nonce, #R5E 38
RS, RKEFEEES ZBIAEMIERBIERFE—3; RIIEH, RIFHEFE, RERINER: &
n, REHRER

AR IRIELAR, RRER

. FEimEOIR

1AMt GET /users/security/emailAddress/initEmailAddress
SREWMR1EE (40: nonce)

MLz (application/json) :

{
"acknowleged": true,
"data": {
"nonce": "aaa",
"step": 1,
"message": "#IIRMERIN"
}
}

IS F S POST /users/security/emailAddress/checkPassword
R EREY, HTRIE, HREZDRENRERE, WEDSE (step: 25 3)

N=E=

BEXRIK (application/json) :

"nonce": "aaa",

"password": "pppooo"

MLz (application/json) :



"acknowleged": true,

"data": {
"nonce": "bbb",
"step": step,

"message": "IRIERLIN"

RIAIOIERS POST /users/security/emailAddress/sendCode
RIFIIF AT (checkType: mobile, emailAddress) , IGI&IFRE & %R PR FH S RHRFE
BERMK (application/json) :

"nonce": "bbb",

"checkType": "mobile"

MLz (application/json) :

{
"acknowleged": true,
"data": {
"nonce": "ccc",
"step": 2,
"message": "&RIZRIN"
}
}

IEHIEBEIERS POST /users/security/emailAddress/checkCode
R

BRI (application/json) :

"nonce": "ccc",
"code": "1234"

MgNZ (application/json) :



"acknowleged": true,
"data": {
"nonce": "xxx",
"step": 3,
"message": "I&IERLIH"

AOERIUFRSRIFRERFE POST /users/security/emailAddress/sendCodeByEmailAddress
FFRAMEFERE, AERIERESEFTERFE
BERMK (application/json) :

"nonce": "xxx",

"emailAddress": "bind@supwisdom.com"

A (application/json) :

{
"acknowleged": true,
"data": {
"nonce": "yyy",
"step": 3,
"message": "RIZEMIN"
}
}

IOIFIOIERD FH 46 E FrMRFS POST /users/security/emailAddress/checkCodeBindEmailAddress
PP AFTERFEAVEAIERS, RAFITHHBFESE
BRAK (application/json) :

{
"nonce": "xxx",
"emailAddress": "bind@supwisdom.com",
"code": "0987"

}

MaNz (application/json) :



"acknowleged": true,
"data": {
"message": "Z;BEEEEUJ"

BRegERIRE

KBRS ERIRE

FEVHRIAF ) TR RHRRS . MEHERS . QUEIEIRTS

FEY, EE HABRER FUFTREER, 25 THE. ME. QQ RIBXRENET)

1. EiRiEOiRT
FRL LIS E GET /users/federation

MLz (application/json) :

{
"acknowleged": true,
"data": {

"federationModeSetting": {
"alipayEnabled": false, /] ZIE
"qqEnabled": false, // QQ
"openweixinEnabled": false, // fl{s
"workweixinEnabled": false // EARIE

¥

"alipayBinded": true,

"qgqBinded": false,

"openweixinBinded": false

}
}

BEZI=E



o
R 5. i\ Step 1, R ---

1 BEXAE
|— 2. ¥gaLinit, &R noncel ——»
% 3. initNonce()
<]
e L LR LR 4.3&[E] noncel ---
— 6. RIS, KRWIED —

— 7. 123 type. noncel ———— :
8.1. checkNonce(nonce1)
<!
8.2. sendCode()
<
R E R 9. &[] nonce2 ‘-~
s 10. $RIKEQTEES --- "

— 1. BAKIER, B3
— 12. $23% code, nonce2 ————»~
13.1. checkNonce(nonce?2)
<l
13.2. sendCode()
<l
o 14. 3R] nonce3 ‘- -

t,— 16. FEOITH LN RBNAE

<--- 15. 3\ Step 2, ZAFRIAIE---

B e e 17 BN RERAE -

—18. XYEER

19. EBERIEENE,
JR[E] auth_code

20. $#23% auth_code, nonce3 —
21. checkNonce(nonce3)
|

22. 147 auth_code
FRHY access_token

--------- 23. JR[E] access_token ‘- -

24. 1RiE access_token
JREX userinfo

—

-------------- 25. jR[8] userinfo - - -

26. bind()
=3 —_CAS S]A-API

27. REFBE ‘
]* --------------------------------------------------- 28. BEHRGFLS U

’ - 29. BEMEAR -
D« -------------- 20. #AHIHAE - :
X

1. IpEERARIRIT
STEP 1 T2
REAEZSE

BXEH, /users/federation/alipay/initAlipay, 1RIE HEiAF + iTEE + $ES (1) + %58,

4B nonce’
BmERIE (LENIETIHE)
BRPEZREIOIE A, REARRIE (6 SE5MEK 60s) , 12X (HF8S (1) , noncel)

EK iR, /users/federation/alipay/sendCode, #%3& nonce; #REQ1EHE, AIAIQUFASEIHEIH
FPHIFANEHBFE, £/ nonce2; FN, REEIREE



BRI RIZER
BFEKEIEIEE, WMARIES, B3 (RiEE, £8BS (1) , nonce2)

15K 5, /users/federation/aIipay/checkCode, 58 nonce, WG INIERS; RIGIER, 4R
nonce3; &M, REIFEIRER

AIRIRIELSS R, IRntHix 2L SANE STEP 2

STEP 2 Z{I=RIAILE

RlimRROIE (FRn, BUSHEESZAEINENE, HRFREAXIERSER 3 ZTEAPP
1343)

RIREFMEO SR, HERICASIKEERIED

(https://cas.supwisdom.com/cas/federation/federated/alipay?
redirectUri=https://example.comdstate=1) , Ff/5, FZEENHIE, FTHITERAF RN
it

P& o 138G, CASEEBEFIZOAM federatedCode, HIREIZINAZEHLHIEHETTE

BT IRENZI Bl A #E A federatedCode, 4% federatedCode $233%/GiH (federatedCode,
nonce3)

BKEiR, /users/federation/alipay/bindAlipay, #k3& nonce; #RIQIEHE, 1RIE federatedCode
SRENZICASEAEERIER (W: federatedld) ; 7f/§§ﬁi§§ﬁ§mt(%z%§5$ﬂﬁ1&ﬁﬁ):’Z}B,’i; N
Qi@ (RYIZE) , J& federatedld 1 HEIRF#TEE; TN, HIRER

[EimiEOIRTT

a1 GET /users/federation/alipay/initAlipay
REWRES (4: nonce)

Mz (application/json) :

{
"acknowleged": true,
"data": {
"nonce": "aaa",
"step": 1,
"message": "#IIRMERIN"
}
}

AIXIQIERY POST /users/federation/alipay/sendCode
RIEIIES L (checkType: mobile, emailAddress) , M§I8ERS&IARFEF BIRFALSLFREARFE
BRI (application/json) :



"nonce": "bbb",

"checkType": "mobile"

ML (application/json)

{
"acknowleged": true,
"data": {
"nonce": "ccc",
"step": 1,
"message": "/KRIZRIN"
}
¥

IOFIRIIERS POST /users/federation/alipay/checkCode
eI RS,

BRI (application/json)

"nonce": "ccc",
"code": "1234"

ML (application/json)

{
"acknowleged": true,
"data": {
"nonce": "xxx",
"step": 2,
"message": "I&IEALIN",
}



4F7E POST /users/federation/alipay/bindAlipay
o 8% auth_code HHELZE

o iEKIK (application/json) :

{"nonce": "xxx", "auth_code": "acacac" }

o MWL (application/json) :

{ "acknowleged": true, "data": { "message": "S5 ERIN" } }

#H BRRAESZAE

1. DhEERFRIRIT
STEP 1 ZEIGIE
o HEHESMAE

o 15K[GH, /users/federation/alipay/initUnbindAlipay, 1R HEIEF + NEH + 8
= (1) + B4, £ noncel

o HIRRRIE (RERIETTH)
o RPEEIRIEAST, RIERFWIER (EHREME eos) , X (F&ES (1) , noncel)

o i&R/GHE, /users/federation/alipay/sendCodeUnbindAlipay, #%% nonce; 1REGIFHE, Kix
IUERB R SR A FALHEFE, £ nonce2; T[N, REFIRER

o HIRRERRIZER
o FFPERKZIIIEE, MAKIES, 23 (3RS, $ES (1) , nonce2)

o IEKGEH, /users/federation/alipay/checkCodeUnbindAlipay, %36 nonce, %38 I&IIF
18 WRIQIEM, MERHE; TN, REFERER



o BIRRIELER, RTEIR 2 RRBESMI)

2. EiREOIRIT
#¥aH, GET /users/federation/alipay/initUnbindAlipay
o FREMIAER (2 nonce)

o [ (application/json) :

{ "acknowleged": true, "data": { "nonce": "aaa", "step": 1, "message": "¥JIALEIN" } }

AIEIRIERS POST /users/federation/alipay/sendCodeUnbindAlipay
o MRIBEIIEAT (checkType: mobile. emailAddress) , JFOIERS&IXEIF IR FHERARE

o IFKIK (application/json) :

{"nonce": "bbb", "checkType": "mobile" }

o [ (application/json) :

{ "acknowleged": true, "data": { "nonce": "ccc", "step": 1, "message": "&AEMKIN" } }

IRELGIERS POST /users/federation/alipay/checkCodeUnbindAlipay
o RIS

o IFKIK (application/json) :

{"nonce"; "ccc", "code": "1234" }



o [ (application/json) :

{ "acknowleged": true, "data": { "message": "FE48RIN" } }

#H# HERS

SEXNE, (NHEINE. RIRBMERPESNZILEEARE

e BRIRGDERE

SEXNE

#HHH# 8EQQ

SEXMNE, NQUAILE. MIREQAFERMITIEERE

#H BRIRSIEQQ

SEXNE

#Hitt BFEHE

#H JRENERHERIEE (97]T)
RENHAIRFH ERHE,



1. EiREORT
RENLZEIRE GET /users/log/authenticationlLog
o ERSE:
pageIndex

pageSize

o M@i (application/json)

" json
{
"acknowleged": true,
"data": {
"pageIndex": @,
"pageSize": 20,
"items": [
{
"username": "BKS",
"ip": "IPihiit",
"userAgent": "EFIR{EZR",
"authnType": "BEFA (1 BN, 2 B&him, 3 Hth) -,
"authnTime": "ZEZFZAJE",
"authnResult": "BR&R (1 KIL, 2 KK ",
"authnFailReason": "EFKMEE"
}s
{.}
1
}
}

R, BREIRE - EED



	个人安全中心设计文档
	需求
	总体设计
	项目架构

	项目框架
	包名定义

	名词定义
	表单流的安全控制
	nonce 生成规则
	nonce 的作用

	功能设计
	通用功能
	登录
	获取配置

	帐号信息
	基本信息
	联系信息
	帐号信息

	安全设置
	获取安全设置
	修改登录密码
	设置安全手机
	设置安全邮箱

	联合登录设置
	获取联合登录设置
	绑定支付宝
	修改密码




