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MySQL ڡতᯈᗝ݊ፘىचᏐ޸ե
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୏তਞᤰ

හഝପڠୌ

rancher ਻࢏᮱ᗟ
හഝᯈᗝ

ਞᤰ॓ٵ  

MySQL ڡতᯈᗝ݊ፘىचᏐ޸ե  

හഝ෈կፓ୯ғ/var/lib/mysql

ਞᤰਠ౮҅ݸ᧣ෆ mysql ๐ۓጱᯈᗝ݇හ

ັ፡୮ڹᯈᗝғshow variables;

๋य़ᬳളහ max_connections ඙֢෭பጱכኸ෸ᳩ binlog_expire_logs_seconds

݇ᘍ޸եғ

෸܄ᦡᗝ

ᏟכMySQL ጱ෸܄ᦡᗝԅ GMT+8

ݩୌහഝପ૸ڠ

݇ᘍ޸եғ

ୌ databaseڠ

݇ᘍ޸եғ

set global max_connections = 1000;
set persist max_connections = 1000;
 
// 7ॠ  86400 * 7
// 1ॠ  86400
set global binlog_expire_logs_seconds = 86400 * 7;
set persist binlog_expire_logs_seconds = 86400 * 7;

create user 'user'@'%' identified with mysql_native_password  by 'your_password';



ദԨ๦ᴴ

ਖ਼ database ጱ๦ᴴദԨ੒ଫጱ૸ݩ

݇ᘍ޸եғ

ദԨ SUPER ๦ᴴ ኧԭ ᮱ړ૸ݩ ᵱᥝڠୌ ᥶҅࢏ݎඳ҅ᵱᥝ SUPER ๦ᴴ ၿ݊૸ํݩ user̵user_authz̵cas_server

݇ᘍ޸եғ

॓ղӨᬮܻ

݇ᘍ޸եғ ॓ղғ

ᬮܻғ

Harbor ݊॓ٵፘى᧔ก  

ݩୌ devops ૸ڠ

አԭ rancher ᮱ᗟ෸೉؟᳒ݐ

አಁᓕቘ ӥ ڠୌአಁ ই devops

ྍݶ؟᳒

՗ https://harbor.supwisdom.com Ӿ؟᳒ྍݶҁᶳኩ᧗ harbor ૸ݩ҂

ՙପᓕቘ ӥ ෛୌፓຽ

ڞᓕቘ ӥ ෛୌᥢྍݶ

create database `user` DEFAULT CHARSET utf8 COLLATE utf8_general_ci;

grant all privileges on `user`.* to 'user'@'%' with grant option;

grant SUPER on *.* to 'user'@'%';
grant SUPER on *.* to 'user_authz'@'%';
grant SUPER on *.* to 'cas_server'@'%';
 
grant SUPER on *.* to 'tmp_data'@'%';

mysqldump -u root -p cas_server > cas_server.sql
mysqldump -u root -p token_server > token_server.sql
mysqldump -u root -p user > user.sql
mysqldump -u root -p user_authz > user_authz.sql
mysqldump -u root -p authx_log > authx_log.sql
 
mysqldump -u root -p agent_service > agent_service.sql

mysql -u root -p cas_server < cas_server.sql
mysql -u root -p token_server < token_server.sql
mysql -u root -p user < user.sql
mysql -u root -p user_authz < user_authz.sql
mysql -u root -p authx_log < authx_log.sql
 
mysql -u root -p agent_service < agent_service.sql

supwisdom    https://harbor.supwisdom.com    rancher.devops / PWMgP85qiLFC

admin-portal                  admin-portal/*
authx-service                 authx-service/*
authx-log                     authx-log/*

https://harbor.supwisdom.com/


ྍݶ؟ᬰᤈ᳒҅ݸୌਠ౮ڠ҅ڞᥢྍݶ

ᭌೠ຤ӻྍݶᥢ҅ڞᅩ҅ྍݶ ڋᒵஇձۓਠ౮

ദԨ devops ૸ݩ ੒ݱӻᶱፓጱ ᦢਮ ๦ᴴ

ᶱፓ ӥ҅ᅩڋ ᶱፓݷᑍ҅ᬰکف ౮ާ҅Ⴒےአಁ҅ັತአಁ devops҅ᭌೠ᥯ᜋ ᦢਮ҅Ꮯਧ҅Ⴒݢܨے

Rancher ݊॓ٵፘى᧔ก  

ୌᶱፓڠ

ᬰق فੴ - ᵞᗭҁٍ֛ݷᑍᥤᶱፓਞᤰᘒਧ҂ - ᶱፓ/ݷ޸ᑮᳵ҅Ⴒےᶱፓ

ᬌف ᶱፓݷᑍ҅ਂכ

ᑮᳵݷ޸ୌڠ

ᬰق فੴ - ᵞᗭҁٍ֛ݷᑍᥤᶱፓਞᤰᘒਧ҂ - ᶱፓ/ݷ޸ᑮᳵ

ᑮᳵݷ޸ےෛୌጱᶱፓӾ҅Ⴒࣁ

ᬌݷ فᑍ҅ਂכ

੕فYAML

ᬰق فੴ - ᵞᗭҁٍ֛ݷᑍᥤᶱፓਞᤰᘒਧ҂ - ᶱፓҁ຤ӻᶱፓ҂

ᬰف ᩒრ - ૡ֢ᨮ᫹

ऒ॓ٵݷ  

Ꮯਧऒݷ

ḒضกᏟฎֵވአာऒ҅ݷইғ *.paas.xxx.edu.cn҅౲ ፗളֵአ਍໊ऒݷ xxx.edu.cn

๜Ծߝਞᤰᵱᥝጱऒݷইӥғ

ইຎֵአ ਍໊ऒ݄ڞ҅ݷᴻ .paas ݶ҅ݢܨ෸ኩ᧗୏᭗ፘىऒݷ

 
thirdparty-agent-service      thirdparty-agent-service/*
 
user-data-service             goa/*
user-authorization-service    user-authorization-service/*
cas-server                    cas-server/*
token-server                  token-server/*
attest-server                 attest-server/*
 
jobs-server                   jobs-server/*
 
personal-security-center      personal-security-center/*

cas.paas.xxx.edu.cn                         ᦊᦤҁᥤٍ֛ఘݢ҅٭᧣ෆҔ۱ೡ҅CAS ᦊᦤ̵Token ᦊᦤ̵᫝ղḵᦤ๐ۓ҂
token.paas.xxx.edu.cn                       ҁଳ୒҅ݳଚᛗ cas҂ᦊᦤҁAPPᭇአ҂
 
personal-security-center.paas.xxx.edu.cn    ҁଳ୒҅ݳଚᛗ authx-service҂ӻՈਞقӾஞݸᒒAPI
 
security-center.paas.xxx.edu.cn             ҁଳ୒҅ݳଚᛗ authx-service҂ਞقӾஞڹᒒUIҁ૸ݩᄶၚ̵஫ᦕੂᎱ҂
 
authx-service.paas.xxx.edu.cn               አಁദ๦๐ۓҁ۱ೡ҅አಁᦊᦤദ๦ᓕቘڹᒒUI̵ਞقӾஞڹᒒUI̵ਞقӾஞݸᒒAPI҂
 
authx-minio.paas.xxx.edu.cn                 ෈կ๐ۓ



ଫአᯈᗝᶱ᧔ก  

ᯈᗝᶱول  

key ᧔ก ᯈᗝᐏֺ

MAX_RAM_PERCENTAGE JAVA ଫአ҅JVMٖਂ ܛ PODٖਂጱྲֺ 75.0

JVM ፘى

ConfigMap҅jvm-env

key ᧔ก ᯈᗝᐏֺ

JDBC_URL

හഝრᬳ
ളᯈᗝ
ҁbase64
҂ੂے

amRiYzpteXNxbDovL215c3FsLXNlcnZlci5hdXRoeC1zZXJ2aWNlLnN2Yy5jbHVzdGVyLmxvY2FsOjMzMDYvdXNlcj9zZXJ2ZXJUaW1lem9uZT1Bc2lhL1NoYW5naGFp

JDBC_USERNAME

හഝପአ
ಁ
ҁbase64
҂ੂے

dXNlcg==

JDBC_PASSWORD

හഝପੂ
Ꮁ
ҁbase64
҂ੂے

a2luZ3N0YXI=

හഝପᬳളᯈᗝፘى

Secret҅datasource-env-secret

key ᧔ก ᯈᗝᐏֺ

SPRING_REDIS_HOST redis ๐ۓҁbase64ੂے҂҅ἕᦊԅ redis-server cmVkaXMtc2VydmVy

SPRING_REDIS_PORT redis ๐ۓᒒݗҁbase64ੂے҂҅ἕᦊԅ 6379 NjM3OQ==

SPRING_REDIS_PASSWORD redis ๐ੂۓᎱҁbase64ੂے҂  

redis ᬳളᯈᗝፘى

Secret҅redis-env-secret

key ᧔ก ᯈᗝᐏֺ

SPRING_RABBITMQ_HOST rabbit mq ๐ۓҁbase64ੂے҂҅ἕᦊԅ rabbitmq-server cmFiYml0bXEtc2VydmVy

SPRING_RABBITMQ_PORT rabbit mq ๐ۓᒒݗҁbase64ੂے҂҅ἕᦊԅ 5672 NTY3Mg==

SPRING_RABBITMQ_USERNAME rabbit mq ๐ۓአಁҁbase64ੂے҂  

SPRING_RABBITMQ_PASSWORD rabbit mq ๐ੂۓᎱҁbase64ੂے҂  

rabbit mq ᬳളᯈᗝፘى

Secret҅rabbitmq-env-secret

๐ۓᯈᗝᶱ  

ဳғ क़᮱ᦢᳯ҅࣎ࣈӞᛱԅऒ҅࣎ࣈݷᵱᥝ໑ഝ਍໊ऒݷᬰᤈץද k8sᵞᗭٖ᮱҅࣎ࣈԅᵞᗭٖ᮱҅᪜namespaceᦢᳯጱऒ҅࣎ࣈݷӞᛱ෫ᶳ
දץ

key ᧔ก ᯈᗝᐏֺ

MINIO_ACCESS_KEY minio૸ݩҁbase64ੂے҂҅ἕᦊԅ 1y8N@8R@a_2u MXk4TkA4UkBhXzJ1

MINIO_SECRET_KEY minioੂᰬҁbase64ੂے҂҅ἕᦊԅ 8pxlIe9#lN7Q OHB4bEllOSNsTjdR

auth-service ӥጱ authx-service-minio

Secret҅minio-env-secret

auth-service ӥጱ authx-service-bff

ConfigMap҅authx-service-bff-env



key ᧔ก ᯈᗝᐏֺ

UNIAUTH_BASIC_AUTH_USERNAME uniauth sa basic ᦊᦤ ጱ አಁݷ saadmin

UNIAUTH_BASIC_AUTH_PASSWORD uniauth sa basic ᦊᦤ ጱ ੂᎱ saadminfoobar

- - -

CASSERVER_SA_API_SERVER_URL
CASᦊᦤ๐ۓᓕቘള࣎ࣈݗҁk8sᵞᗭٖ᮱ࣈ
࣎҂

http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080

USER_DATA_SERVICE_SERVER_URL አಁ๐ۓᓕቘള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂ http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080

USER_AUTHZ_SERVICE_SERVER_URL ദ๦๐ۓᓕቘള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂ http://user-authorization-sa-svc.user-authorization-service.svc.cluster.local:8080

UNIAUTH_SERVER_SA_API_SERVER_URL Uniauth ᓕቘള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂ http://uniauth-prod-backend.uniauth.svc.cluster.local:9090

TPAS_FILE_API_URL
෈կ๐ۓള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂
ἕᦊғminio෈կ๐ۓ

http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/api/v1/tpas/file/mi
nio

- - -

AUTHX_LOG_ENABLED ฎވ୏ސ෭பവᭆ true

AUTHX_LOG_RABBITMQ_HOST rabbit mq ๐࣎ࣈۓҁk8sᵞᗭٖ᮱࣎ࣈ҂ rabbitmq-server.authx-service.svc.cluster.local

AUTHX_LOG_RABBITMQ_PORT rabbit mq ๐ۓᒒݗ 5672

AUTHX_LOG_RABBITMQ_USERNAME rabbit mq ๐ۓአಁ  

AUTHX_LOG_RABBITMQ_PASSWORD rabbit mq ๐ੂۓᎱ  

 

thirdparty-agent-service ӥጱ thirdparty-agent-service

ConfigMap҅agent-service-env

http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080/
http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080/
http://user-authorization-sa-svc.user-authorization-service.svc.cluster.local:8080/
http://uniauth-prod-backend.uniauth.svc.cluster.local:9090/
http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/api/v1/tpas/file/minio


key ᧔ก ᯈᗝᐏֺ

FILE_MINIO_ACCESSKEY minio ๐ۓ૸ݩҁbase64ੂے҂҅ἕᦊԅ 1y8N@8R@a_2u MXk4TkA4UkBhXzJ1

FILE_MINIO_SECRETKEY minio ๐ᰬੂۓҁbase64ੂے҂҅ἕᦊԅ 8pxlIe9#lN7Q OHB4bEllOSNsTjdR

key ᧔ก ᯈᗝᐏֺ

FILE_MINIO_AUTOCONFIGURE_ENABLED minio ๐ۓ୏ސ୏ى true̵false

FILE_MINIO_ENDPOINT minio ๐࣎ࣈۓҁk8sᵞᗭٖ᮱࣎ࣈ҂ http://minio-svc.authx-service.svc.cluster.local:9000

- - -

MAIL_SMTP_AUTOCONFIGURE_ENABLED smtp ๐ۓ୏ސ୏ى true̵false

MAIL_SMTP_HOST smtp ๐࣎ࣈۓ smtp.mxhichina.com

MAIL_SMTP_PORT smtp ๐ۓᒒݗ 25

MAIL_SMTP_SECURE_MODE smtp ๐ۓጱਞقཛྷୗҁNONE҅෫ҔSSL҅ਞق҂ NONE

MAIL_SMTP_USERNAME smtp ๐ۓ૸ݩ security.institute@supwisdom.com

MAIL_SMTP_PASSWORD smtp ๐ੂۓᎱ Security2019

MAIL_SMTP_FROM կՈᮒᓟݎ security.institute@supwisdom.com

MAIL_SMTP_FROM_PERSONAL ᑍݷկՈݎ ฬ్໊ࢮ

- - -

SMS_ALIYUN_AUTOCONFIGURE_ENABLED ᴨ᯾ԯᎨמ๐ۓ୏ސ୏ى true̵false

SMS_ALIYUN_REGION_ID ऒ܄ cn-hangzhou

SMS_ALIYUN_ACCESS_KEY_ID ᴨ᯾ԯᎨמ๐ۓጱ૸ݩ  

SMS_ALIYUN_ACCESS_SECRET ᴨ᯾ԯᎨמ๐ۓጱੂᰬ  

- - -

FACE_AIFACE_AUTOCONFIGURE_ENABLED ෛ୏ฦՈ᚜୏ސ୏ى true̵false

FACE_AIFACE_URL ෛ୏ฦՈ᚜࣎ࣈ  

FACE_AIFACE_APPKEY app key  

FACE_AIFACE_APPSECRET app secret  

FACE_AIFACE_SECRETKEY secret key  

FACE_AIFACE_TERM_CODE term code  

- - -

FACE_AIPFACE_AUTOCONFIGURE_ENABLED ጯଶՈ᚜୏ސ୏ى true̵false

FACE_AIPFACE_APPID app id  

FACE_AIPFACE_APIKEY app key  

FACE_AIPFACE_SECRETKEY secret key  

FACE_AIPFACE_GROUPIDLIST ᕟID҅ग़ӻአ᭖ړݩᵍ๋҅ग़20ӻ  

Secret҅agent-service-env-secret

user-data-service ӥጱ user-data-service-poa

ConfigMap҅user-data-service-poa-env

http://minio-svc.authx-service.svc.cluster.local:9000/
mailto:security.institute@supwisdom.com
mailto:security.institute@supwisdom.com


key ᧔ก ᯈᗝᐏֺ

CASSERVER_SA_API_SERVER_URL
CASᦊᦤ๐ۓᓕቘള࣎ࣈݗҁk8sᵞᗭٖ
᮱࣎ࣈ҂

http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080

- - -

TPAS_FILE_API_URL
෈կ๐ۓള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂
ἕᦊғminio෈կ๐ۓ

http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/api/v1/tp
as/file/minio

- - -

FILE_SERVER_TYPE ෈կ๐ۓᔄࣳ minio

FILE_SERVER_URL ෈կ๐࣎ࣈۓҁक़ᗑ࣎ࣈ҂ https://authx-minio.paas.xxx.edu.cn

- - -

AUTHX_LOG_ENABLED ฎވ୏ސ෭பവᭆ true

AUTHX_LOG_RABBITMQ_HOST
rabbit mq ๐࣎ࣈۓҁk8sᵞᗭٖ᮱ࣈ
࣎҂

rabbitmq-server.authx-service.svc.cluster.local

AUTHX_LOG_RABBITMQ_PORT rabbit mq ๐ۓᒒݗ 5672

AUTHX_LOG_RABBITMQ_USERNAME rabbit mq ๐ۓአಁ  

AUTHX_LOG_RABBITMQ_PASSWORD rabbit mq ๐ੂۓᎱ  

key ᧔ก ᯈᗝᐏֺ

PASSWORD_ENCODER_IMPL
ੂᎱੂےᓒဩጱਫሿ
defaultғඪ೮ bcrypt ᒵੂےᓒဩ҅ἕᦊҔ 
SHA-256ғඪ೮ SHA-256 ੂےᓒဩ

default̵SHA-256

- - -

JOBS_RABBITMQ_ENABLED ฎވവᭆහഝک jobs-server ጱ rabbit mq true̵false

JOBS_RABBITMQ_HOST rabbit mq ๐࣎ࣈۓҁk8sᵞᗭٖ᮱࣎ࣈ҂ rabbitmq-server.jobs-server.svc.cluster.local

JOBS_RABBITMQ_PORT rabbit mq ๐ۓᒒݗ 5672

JOBS_RABBITMQ_USERNAME rabbit mq ๐ۓአಁ  

JOBS_RABBITMQ_PASSWORD rabbit mq ๐ੂۓᎱ  

JOBS_RABBITMQ_ACCOUNTUSERSVC2JOBSRABBITSENDER_ENABLED ฎྍݶވ૸ݩහഝᛗ jobs ጱ MQ true̵false

JOBS_RABBITMQ_ACCOUNTUSERSVC2JOBSSYNCPASSWORDRABBITSENDER_ENABLED ฎੂྍݶވᎱҁก෈ੂᎱ҂ک jobs ጱ MQ true̵false

JOBS_RABBITMQ_ORGANIZATIONUSERSVC2JOBSRABBITSENDER_ENABLED ฎྍݶވᕟᕢ๢຅හഝᛗ jobs ጱ MQ true̵false

JOBS_RABBITMQ_GROUPUSERSVC2JOBSRABBITSENDER_ENABLED ฎྍݶވአಁᕟහഝᛗ jobs ጱ MQ true̵false

- - -

AUTHX_LOG_ENABLED ฎވ୏ސ෭பവᭆ true

AUTHX_LOG_RABBITMQ_HOST rabbit mq ๐࣎ࣈۓҁk8sᵞᗭٖ᮱࣎ࣈ҂ rabbitmq-server.authx-service.svc.cluster.local

AUTHX_LOG_RABBITMQ_PORT rabbit mq ๐ۓᒒݗ 5672

AUTHX_LOG_RABBITMQ_USERNAME rabbit mq ๐ۓአಁ  

AUTHX_LOG_RABBITMQ_PASSWORD rabbit mq ๐ੂۓᎱ  

user-data-service ӥጱ user-data-service-goa

ConfigMap҅user-data-service-goa-env

user-data-service ӥጱ user-data-service-biz

ConfigMap҅user-data-service-biz-env

http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080/
http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/api/v1/tpas/file/minio
https://authx-minio.paas.xxx.edu.cn/


key ᧔ก ᯈᗝᐏֺ

CASSERVER_SA_API_SERVER_URL
CASᦊᦤ๐ۓᓕቘള࣎ࣈݗҁk8sᵞᗭٖ
᮱࣎ࣈ҂

http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080

- - -

USER_AUTHZ_SERVICE_SERVER_URL
ദ๦๐ۓᓕቘള࣎ࣈݗҁk8sᵞᗭٖ᮱ࣈ
࣎҂

http://user-authorization-sa-svc.user-authorization-service.svc.cluster.local:808
0

- - -

TPAS_FILE_API_URL
෈կ๐ۓള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂
ἕᦊғminio෈կ๐ۓ

http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/api/v1/tp
as/file/minio

- - -

AUTHX_LOG_ENABLED ฎވ୏ސ෭பവᭆ true

AUTHX_LOG_RABBITMQ_HOST
rabbit mq ๐࣎ࣈۓҁk8sᵞᗭٖ᮱ࣈ
࣎҂

rabbitmq-server.authx-service.svc.cluster.local

AUTHX_LOG_RABBITMQ_PORT rabbit mq ๐ۓᒒݗ 5672

AUTHX_LOG_RABBITMQ_USERNAME rabbit mq ๐ۓአಁ  

AUTHX_LOG_RABBITMQ_PASSWORD rabbit mq ๐ੂۓᎱ  

key ᧔ก ᯈᗝᐏֺ

USER_DATA_SERVICE_SERVER_URL አಁ๐ۓᓕቘള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂ http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080

- - -

AUTHX_LOG_ENABLED ฎވ୏ސ෭பവᭆ true

AUTHX_LOG_RABBITMQ_HOST rabbit mq ๐࣎ࣈۓҁk8sᵞᗭٖ᮱࣎ࣈ҂ rabbitmq-server.authx-service.svc.cluster.local

AUTHX_LOG_RABBITMQ_PORT rabbit mq ๐ۓᒒݗ 5672

AUTHX_LOG_RABBITMQ_USERNAME rabbit mq ๐ۓአಁ  

AUTHX_LOG_RABBITMQ_PASSWORD rabbit mq ๐ੂۓᎱ  

user-authorization-service ӥጱ user-authorization-service-poa

ConfigMap҅user-authorization-service-poa-env

key ᧔ก ᯈᗝᐏֺ

USER_AUTHORIZATION_SA_USER_RABBITMQ_CONSUMER_ENABLED ฎވ୏ސአಁහഝᦈᴅ true

USER_AUTHORIZATION_SA_USER_RABBITMQ_HOST rabbit mq ๐࣎ࣈۓҁk8sᵞᗭٖ᮱࣎ࣈ҂ rabbitmq-server.authx-service.svc.cluster.local

USER_AUTHORIZATION_SA_USER_RABBITMQ_PORT rabbit mq ๐ۓᒒݗ 5672

USER_AUTHORIZATION_SA_USER_RABBITMQ_USERNAME rabbit mq ๐ۓአಁ  

USER_AUTHORIZATION_SA_USER_RABBITMQ_PASSWORD rabbit mq ๐ੂۓᎱ  

- - -

AUTHX_LOG_ENABLED ฎވ୏ސ෭பവᭆ true

AUTHX_LOG_RABBITMQ_HOST rabbit mq ๐࣎ࣈۓҁk8sᵞᗭٖ᮱࣎ࣈ҂ rabbitmq-server.authx-service.svc.cluster.local

AUTHX_LOG_RABBITMQ_PORT rabbit mq ๐ۓᒒݗ 5672

AUTHX_LOG_RABBITMQ_USERNAME rabbit mq ๐ۓአಁ  

AUTHX_LOG_RABBITMQ_PASSWORD rabbit mq ๐ੂۓᎱ  

user-authorization-service ӥጱ user-authorization-service-sa

ConfigMap҅user-authorization-service-sa-env

cas-server ӥጱ cas-server-sa-api

ConfigMap҅cas-server-sa-api-env

http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080/
http://user-authorization-sa-svc.user-authorization-service.svc.cluster.local:8080/
http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/api/v1/tpas/file/minio
http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080/


key ᧔ก ᯈᗝᐏֺ

SERVICE_REFRESH_REDIS_TIMER_ENABLED
ฎވਧ෸ڬෛଫአ੒ളහഝ
ἕᦊғtrue

true̵false

ACCOUNT_REFRESH_REDIS_TIMER_ENABLED
ฎވਧ෸ڬෛ૸ݩහഝ
ἕᦊғfalse

true̵false

FEDERATION_REFRESH_REDIS_TIMER_ENABLED
ฎވਧ෸ڬෛᘶݳጭ୯૸ݩᕬਧහഝ
ἕᦊғtrue

true̵false

- - -

USER_DATA_SERVICE_SA_API_SERVER_URL አಁ๐ۓᓕቘള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂ http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080

- - -

AUTHX_LOG_ENABLED ฎވ୏ސ෭பവᭆ true

AUTHX_LOG_RABBITMQ_HOST rabbit mq ๐࣎ࣈۓҁk8sᵞᗭٖ᮱࣎ࣈ҂ rabbitmq-server.authx-service.svc.cluster.local

AUTHX_LOG_RABBITMQ_PORT rabbit mq ๐ۓᒒݗ 5672

AUTHX_LOG_RABBITMQ_USERNAME rabbit mq ๐ۓአಁ  

AUTHX_LOG_RABBITMQ_PASSWORD rabbit mq ๐ੂۓᎱ  

key ᧔ก ᯈᗝᐏֺ

CASSERVER_SA_API_SERVER_URL
CASᦊᦤ๐ۓ୏නള࣎ࣈݗҁk8sᵞᗭ
ٖ᮱࣎ࣈ҂

http://cas-server-sa-api-svc.cas-server.svc.clust
er.local:8080

cas-server ӥጱ cas-server-security-engine

ConfigMap҅cas-server-security-engine-env

key ᧔ก ᯈᗝᐏֺ

LOGGING_CONFIG ෭பᯈᗝ෈կ᪠ஆ file:/etc/cas/log4j2-file.xml

- - -

CAS_SERVER_NAME CASᦊᦤ࣎ࣈҁक़᮱ᦢᳯ࣎ࣈ҂ https://cas.paas.xxx.edu.cn

CAS_TGC_SECURE
TGC cookie ਞقᦡᗝ
trueғhttpsਞق
falseғ

true̵false

CAS_TICKET_TGT_MAX_TIME_TO_LIVE_IN_SECONDS
TGTጱ๋य़ኞޮ޸๗
ἕᦊғ14ॠ

1209600

CAS_TICKET_TGT_TIME_TO_KILL_IN_SECONDS
TGTጱ०ප෸ᳩ
ἕᦊғ2ॠ

172800

CAS_AUTHN_TOKEN_CRYPTO_SIGNING_KEY jwt໒ୗጱticketጱᓋᰬੂݷ
(@<rhnPaUYKC_k770*DuWwYQ_#Zc#8c(2rB?

kae)rN)>K7qy)awCjxp$L653Mf$2

SPRING_THYMELEAF_PREFIX ጭ୯ᶭᶎUIጱդᎱፓ୯ classpath:/templates/themes/classic/

- - -

CASSERVER_JWT_ISS idToken ᓋݎᘏຽᦩ cas.paas.xxx.edu.cn

CASSERVER_JWT_PRIVATE_KEY_PEM_PKCS8
idToken ᓋݷᐺᰬҁpkcs8҂҅݇ᘍ
certs/jwt/readme.md ኞ౮لᐺᰬpem

 

CASSERVER_JWT_PUBLIC_KEY_PEM
idToken ᓋ݇҅ᰬلݷᘍ certs/jwt/readme.md
ኞ౮لᐺᰬpem

 

- - -

CASSERVERSITE_CAPTCHA_ENABLED ฎސވአጭ୯ḵᦤᎱ true̵false

CASSERVERSITE_ACCOUNT_SERVICE_IMPL
૸ݩ๐ۓጱਫሿ
redisғ૸ݩහഝਂනࣁredisӾ
user-saғ૸ݩහഝ՗አಁ๐ݐ឴ۓ

user-sa

CASSERVERSITE_ROLE_SERVICE_IMPL
᥯ᜋ๐ۓጱਫሿ
redisғ᥯ᜋහഝਂනࣁredisӾ
user-authz-saғ᥯ᜋහഝ՗ദ๦๐ݐ឴ۓ

user-authz-sa

CASSERVERSITE_SMS_SENDER_IMPL
ۖாੂᎱጱᎨݎמᭆਫሿ
defaultғഴݣګᬌڊ
agent-serviceғդቘ๐ۓ

agent-service

CASSERVERSITE_PASSWORDLESS_TOKEN_EXPIRATION_IN_SECONDS
ۖாੂᎱ०ප෸ᳩ
ἕᦊғ5ړᰦ

300

CASSERVERSITE_PASSWORDLESS_SMS_FROM ۖாੂᎱጱᎨݎמᭆᘏ ᦊᦤӾஞ

CASSERVERSITE_PASSWORDLESS_SMS_TEXT_TEMPLATE ۖாੂᎱጱᎨמཛྷ຃
̓ᦊᦤӾஞ̈́఍ྋࣁጭ୯ᕹӞ᫝ղᦊᦤ҅๜ེጭ୯ጱۖாੂᎱԅ

cas-server ӥጱ cas-server-site-webapp

ConfigMap҅cas-server-site-webapp-env

http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080/
http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080/
https://cas.paas.xxx.edu.cn/


{token}҅ํප๗5ړᰦ҅᧗ੱளਠ౮ጭ୯̶

- - -

SUPERAPP_TOKEN_SIGNING_KEY_URL TOKENᦊᦤḵᓋ࣎ࣈᰬلҁk8sᵞᗭٖ᮱࣎ࣈ҂
http://token-server-svc.token-server.svc.cluster.local:8080/token/j
wt/publicKey

- - -

TPAS_AGENT_SERVICE_SERVER_URL դቘ๐ۓള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂
http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:
8080

TPAS_AGENT_SERVICE_SMS_SENDER_PATH

Ꭸݎמᭆ๐࣎ࣈۓ
consoleғഴݣګᬌ҅ڊἕᦊ
aliyunғᴨ᯾ԯᎨמ๐ۓ
ٌ՜҅ඪ೮਍໊ਧګളݗ

/api/v1/tpas/sms/console/send

TPAS_AGENT_SERVICE_FILE_PATH
෈կ๐࣎ࣈۓ
ἕᦊғminio෈կ๐ۓ

/api/v1/tpas/file/minio

- - -

CASSERVER_SA_API_SERVER_URL CASᦊᦤ๐ۓᓕቘള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂ http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080

- - -

USER_DATA_SERVICE_SA_API_SERVER_URL አಁ๐ۓᓕቘള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂
http://user-data-service-goa-svc.user-data-service.svc.cluster.local
:8080

- - -

USER_AUTHZ_SERVICE_SA_API_SERVER_URL ദ๦๐ۓᓕቘള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂
http://user-authorization-sa-svc.user-authorization-service.svc.clu
ster.local:8080

- - -

ATTEST_SERVER_URL ᫝ղḵᦤ๐࣎ࣈۓҁk8sᵞᗭٖ᮱࣎ࣈ҂ http://attest-server-svc.attest-server.svc.cluster.local:8080/attest

- - -

IPADDR_SERVER_URL IP࣎ࣈ๐ۓ http://ipaddr.ipaddr.svc.cluster.local:9090

- - -

AUTHX_LOG_ENABLED ฎވ୏ސ෭பവᭆ true

AUTHX_LOG_RABBITMQ_HOST rabbit mq ๐࣎ࣈۓҁk8sᵞᗭٖ᮱࣎ࣈ҂ rabbitmq-server.authx-service.svc.cluster.local

AUTHX_LOG_RABBITMQ_PORT rabbit mq ๐ۓᒒݗ 5672

AUTHX_LOG_RABBITMQ_USERNAME rabbit mq ๐ۓአಁ  

AUTHX_LOG_RABBITMQ_PASSWORD rabbit mq ๐ੂۓᎱ  

key ᧔ก ᯈᗝᐏֺ

SCHEME_COLOR UI Ԇ᷌ᜋ 409EFF

- - -

CASSERVER_SA_API_SERVER_URL
CASᦊᦤ๐ۓ୏නള࣎ࣈݗҁk8sᵞᗭ
ٖ᮱࣎ࣈ҂

http://cas-server-sa-api-svc.cas-server.svc.clust
er.local:8080

cas-server ӥጱ cas-server-site-scheme

ConfigMap҅cas-server-site-scheme-config

ဳғᝑᯈᗝԧ CASSERVER_SA_API_SERVER_URLֵ҅ڞአᯈᗝᤒӾጱᯈᗝҔֵ҅ڞވአ SCHEME_COLOR ೰ਧጱᦡᗝ̶

key ᧔ก ᯈᗝᐏֺ

TOKEN_SERVER_PREFIX TOKENᦊᦤ࣎ࣈҁक़᮱ᦢᳯ࣎ࣈ҂ https://token.paas.xxx.edu.cn/token

- - -

TOKEN_SERVER_SECURITY_JWT_ISS idTokenᓋݎᘏຽᦩ token.paas.xxx.edu.cn

TOKEN_SERVER_SECURITY_JWT_EXPIRATION
idToken ०ප෸ᳩ
ἕᦊғ30ॠ

2592000

TOKEN_SERVER_SECURITY_JWT_PRIVATE_KEY_PEM_PKCS8
idToken ᓋݷᐺᰬҁpkcs8҂҅݇ᘍ
certs/jwt/readme.md ኞ౮لᐺᰬpem
զӨCASᦊᦤӞᛘݢ

 

TOKEN_SERVER_SECURITY_JWT_PUBLIC_KEY_PEM
idToken ᓋ݇҅ᰬلݷᘍ certs/jwt/readme.md
ኞ౮لᐺᰬpem
զӨCASᦊᦤӞᛘݢ

 

- - -

TOKEN_SERVER_FACE_SOURCE_TYPE
Ո᚜๐ۓ
aifaceғෛ୏ฦՈ᚜ aiface

token-server ӥጱ token-server

ConfigMap҅token-server-env

http://token-server-svc.token-server.svc.cluster.local:8080/token/jwt/publicKey
http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/
http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080/
http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080/
http://user-authorization-sa-svc.user-authorization-service.svc.cluster.local:8080/
http://attest-server-svc.attest-server.svc.cluster.local:8080/attest
http://ipaddr.ipaddr.svc.cluster.local:9090/
http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080/
https://token.paas.xxx.edu.cn/token


aipfaceғጯଶՈ᚜

ᝑᶳ੒ളෛ୏ฦՈ᚜҅ᶳኧෛ୏ฦՈ᚜ᔮᕹ൉׀ፘىᯈᗝ   

TOKEN_SERVER_FACE_AIFACE_URL   

TOKEN_SERVER_FACE_AIFACE_APPKEY   

TOKEN_SERVER_FACE_AIFACE_APPSECRET   

TOKEN_SERVER_FACE_AIFACE_SECRETKEY   

TOKEN_SERVER_FACE_AIFACE_TERM_CODE   

ᝑᶳ੒ളጯଶՈ᚜҅ᶳࣁጯଶ୏නଘٙဳݣଫአ   

TOKEN_SERVER_FACE_AIPFACE_APPID   

TOKEN_SERVER_FACE_AIPFACE_APIKEY   

TOKEN_SERVER_FACE_AIPFACE_SECRETKEY   

- - -

TOKEN_SERVER_PASSWORDLESS_TOKEN_EXPIRATION_IN_SECONDS
ۖாੂᎱ०ප෸ᳩ
ἕᦊғ5ړᰦ

300

TOKEN_SERVER_PASSWORDLESS_SMS_TEXT_TEMPLATE ۖாੂᎱጱᎨמཛྷ຃
̓ᦊᦤӾஞ̈́఍ྋࣁጭ୯ᕹӞ᫝ղᦊᦤ҅๜ེጭ୯ጱۖாੂᎱԅ
{token}҅ํප๗5ړᰦ҅᧗ੱளਠ౮ጭ୯̶

TOKEN_SERVER_PASSWORDLESS_SMS_FROM ۖாੂᎱጱᎨݎמᭆᘏ ᦊᦤӾஞ

- - -

GETUI_SERVER_URL ӻവ๐࣎ࣈۓ https://openapi-gy.getui.com

GETUI_GEYAN_APP_ID ӻവ҅ӻḵ app id  

GETUI_GEYAN_APP_KEY ӻവ҅ӻḵ app key  

GETUI_GEYAN_APP_SECRET ӻവ҅ӻḵ app secret  

GETUI_GEYAN_MASTER_SECRET ӻവ҅ӻḵ master secret  

- - -

MESSAGECENTER_ENABLED
ฎވ੒ളၾ௳ଘݣ
ἕᦊғfalse

true̵false

MESSAGECENTER_APP_ID ଫአIDҁኧၾ௳ଘݣኞ౮҂  

MESSAGECENTER_MESSAGE_TYPE_CODE_APP_LOGIN ၾ௳ᔄࣳդᎱ҅APP ጭ୯ APP_LOGIN

MESSAGECENTER_MESSAGE_TYPE_CODE_PASSWORD ၾ௳ᔄࣳդᎱ҅ੂᎱץදጭڊ PASSWORD

MESSAGECENTER_MESSAGE_TYPE_CODE_APPPUSH ၾ௳ᔄࣳդᎱ҅ၾ௳വᭆ APPPUSH

- - -

POA_SERVER_URL POAᗑ࣎ࣈىҁक़᮱ᦢᳯ࣎ࣈ҂ https://poa.paas.xxx.edu.cn

POA_CLIENT_ID client id  

POA_CLIENT_SECRET client secret  

POA_SCOPES api ളݗጱ scope messagecenter:v1:sendMessage

- - -

TPAS_AGENT_SERVICE_SERVER_URL դቘ๐ۓള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂
http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:
8080

TPAS_AGENT_SERVICE_SMS_SENDER_PATH

Ꭸݎמᭆ๐࣎ࣈۓ
consoleғഴݣګᬌ҅ڊἕᦊ
aliyunғᴨ᯾ԯᎨמ๐ۓ
ٌ՜҅ඪ೮਍໊ਧګളݗ

/api/v1/tpas/sms/console/send

- - -

CASSERVER_SA_API_SERVER_URL
CASᦊᦤ๐ۓᓕቘള࣎ࣈݗҁk8sᵞᗭٖ᮱ࣈ
࣎҂

http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080

- - -

USER_DATA_SERVICE_SA_API_SERVER_URL አಁ๐ۓᓕቘള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂
http://user-data-service-goa-svc.user-data-service.svc.cluster.loca
l:8080

- - -

ATTEST_SERVER_URL ᫝ղḵᦤ๐࣎ࣈۓҁk8sᵞᗭٖ᮱࣎ࣈ҂ http://attest-server-svc.attest-server.svc.cluster.local:8080/attest

- - -

IPADDR_SERVER_URL IP࣎ࣈ๐ۓ http://ipaddr.ipaddr.svc.cluster.local:9090

- - -

AUTHX_LOG_ENABLED ฎވ୏ސ෭பവᭆ true

AUTHX_LOG_RABBITMQ_HOST rabbit mq ๐࣎ࣈۓҁk8sᵞᗭٖ᮱࣎ࣈ҂ rabbitmq-server.authx-service.svc.cluster.local

AUTHX_LOG_RABBITMQ_PORT rabbit mq ๐ۓᒒݗ 5672

AUTHX_LOG_RABBITMQ_USERNAME rabbit mq ๐ۓአಁ  

AUTHX_LOG_RABBITMQ_PASSWORD rabbit mq ๐ੂۓᎱ  

- - -

USER_RABBITMQ_ENABLED ฎވ୏ސአಁහഝጱၾ௳ളත true

USER_RABBITMQ_HOST rabbit mq ๐࣎ࣈۓҁk8sᵞᗭٖ᮱࣎ࣈ҂ rabbitmq-server.authx-service.svc.cluster.local

https://openapi-gy.getui.com/
https://poa.paas.xxx.edu.cn/
http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/
http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080/
http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080/
http://attest-server-svc.attest-server.svc.cluster.local:8080/attest
http://ipaddr.ipaddr.svc.cluster.local:9090/


key ᧔ก ᯈᗝᐏֺ

EMAIL_TEMPLATE_ACTIVE_USER_SEND_CODE_BY_EMAIL_ADDRESS ᮒկٖ਻ཛྷ຃-ᄶၚ૸ݩ
{name}ғ఍ྋࣁᄶၚ૸҅ݩᶳḵᦤᮒᓟํප҅ḵᦤᎱ{code}҅ํප๗5ړ
ᰦ҅᧗ੱளਠ౮ḵᦤ̶

EMAIL_TEMPLATE_FORGOT_PASSWORD_SEND_CODE ᮒկٖ਻ཛྷ຃-ತੂࢧᎱ
{name}ғ఍ྋࣁತੂࢧᎱ҅ᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړᰦ҅
᧗ੱளਠ౮ḵᦤ̶

- - -

EMAIL_TEMPLATE_USER_SECURITY_PASSWORD_SEND_CODE ᮒկٖ਻ཛྷ຃-ץදੂᎱ
{name}ғ఍ྋץࣁදੂᎱ҅ᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړᰦ҅
᧗ੱளਠ౮ḵᦤ̶

EMAIL_TEMPLATE_USER_SECURITY_EMAIL_ADDRESS_SEND_CODE
ᮒկٖ਻ཛྷ຃-ץදਞقᮒ
ᓟ

{name}ғ఍ྋץࣁදਞقᮒᓟ҅ᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړ
ᰦ҅᧗ੱளਠ౮ḵᦤ̶

EMAIL_TEMPLATE_USER_SECURITY_EMAIL_ADDRESS_SEND_CODE_BY_EMAIL_ADDRESS
ᮒկٖ਻ཛྷ຃-ץදਞقᮒ
ᓟ-ḵᦤᮒᓟ

{name}ғ఍ྋץࣁදਞقᮒᓟ҅ᶳḵᦤᮒᓟํප҅ḵᦤᎱ{code}҅ํප
๗5ړᰦ҅᧗ੱளਠ౮ḵᦤ̶

EMAIL_TEMPLATE_USER_SECURITY_MOBILE_SEND_CODE
ᮒկٖ਻ཛྷ຃-ץදਞقಋ
๢

{name}ғ఍ྋץࣁදਞقಋ๢҅ᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړ
ᰦ҅᧗ੱளਠ౮ḵᦤ̶

- - -

EMAIL_TEMPLATE_USER_FEDERATION_QQ_SEND_CODE ᮒկٖ਻ཛྷ຃-ᕬਧQQ
{name}ғ఍ྋࣁᕬਧQQ҅ᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړᰦ҅
᧗ੱளਠ౮ḵᦤ̶

EMAIL_TEMPLATE_USER_FEDERATION_QQ_SEND_CODE_UNBIND_QQ ᮒկٖ਻ཛྷ຃-ᥴᕬQQ
{name}ғ఍ྋࣁᥴᕬQQ҅ᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړᰦ҅
᧗ੱளਠ౮ḵᦤ̶

EMAIL_TEMPLATE_USER_FEDERATION_OPENWEIXIN_SEND_CODE ᮒկٖ਻ཛྷ຃-ᕬਧஙמ
{name}ғ఍ྋࣁᕬਧங҅מᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړᰦ҅
᧗ੱளਠ౮ḵᦤ̶

EMAIL_TEMPLATE_USER_FEDERATION_OPENWEIXIN_SEND_CODE_UNBIND_OPENWEIXIN ᮒկٖ਻ཛྷ຃-ᥴᕬஙמ
{name}ғ఍ྋࣁᥴᕬங҅מᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړᰦ҅
᧗ੱளਠ౮ḵᦤ̶

USER_RABBITMQ_PORT rabbit mq ๐ۓᒒݗ 5672

USER_RABBITMQ_USERNAME rabbit mq ๐ۓአಁ  

USER_RABBITMQ_PASSWORD rabbit mq ๐ੂۓᎱ  

USER_RABBITMQ_CONSUMER_ENABLED ฎވ୏ސአಁහഝᦈᴅ true

key ᧔ก ᯈᗝᐏֺ

PERSONAL_SECURITY_CENTER_SERVER_PREFIX ӻՈਞقӾஞᦢᳯ࣎ࣈҁक़᮱ᦢᳯ࣎ࣈ҂ https://authx-service.paas.xxx.edu.cn/personal

CAS_SERVER_PREFIX CASᦊᦤ࣎ࣈҁक़᮱ᦢᳯ࣎ࣈ҂ https://cas.paas.xxx.edu.cn/cas

- - -

CASSERVER_SITE_SERVER_URL CASᦊᦤള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂ http://cas-server-site-webapp-svc.cas-server.svc.cluster.local:8080/cas

- - -

CASSERVER_SA_API_SERVER_URL
CASᦊᦤ๐ۓᓕቘള࣎ࣈݗҁk8sᵞᗭٖ᮱ࣈ
࣎҂

http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080

- - -

USER_DATA_SERVICE_SA_API_SERVER_URL
አಁ๐ۓ୏නള࣎ࣈݗҁk8sᵞᗭٖ᮱ࣈ
࣎҂

http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080

- - -

TPAS_FILE_API_URL
෈կ๐ۓള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂
ἕᦊғminio෈կ๐ۓ

http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/api/v1/tpas/file/
minio

TPAS_MAIL_API_URL

ᮒկݎᭆ๐࣎ࣈۓҁk8sᵞᗭٖ᮱࣎ࣈ҂
consoleғഴݣګᬌ҅ڊἕᦊ
smtpғSMTP๐ۓ
ٌ՜҅ඪ೮਍໊ਧګളݗ

http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/api/v1/tpas/mail
/smtp

TPAS_SMS_API_URL

Ꭸݎמᭆ๐࣎ࣈۓҁk8sᵞᗭٖ᮱࣎ࣈ҂
consoleғഴݣګᬌ҅ڊἕᦊ
aliyunғᴨ᯾ԯᎨמ๐ۓ
ٌ՜҅ඪ೮਍໊ਧګളݗ

http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/api/v1/tpas/sms
/console

- - -

AUTHX_LOG_ENABLED ฎވ୏ސ෭பവᭆ true

AUTHX_LOG_RABBITMQ_HOST rabbit mq ๐࣎ࣈۓҁk8sᵞᗭٖ᮱࣎ࣈ҂ rabbitmq-server.authx-service.svc.cluster.local

AUTHX_LOG_RABBITMQ_PORT rabbit mq ๐ۓᒒݗ 5672

AUTHX_LOG_RABBITMQ_USERNAME rabbit mq ๐ۓአಁ  

AUTHX_LOG_RABBITMQ_PASSWORD rabbit mq ๐ੂۓᎱ  

personal-security-center ӥጱ personal-security-center-bff

ConfigMap҅personal-security-center-bff-env

ConfigMap҅personal-security-center-bff-template-env ᮒկٖ਻ཛྷ຃̵Ꭸٖמ਻ཛྷ຃

https://authx-service.paas.xxx.edu.cn/personal
https://cas.paas.xxx.edu.cn/cas
http://cas-server-site-webapp-svc.cas-server.svc.cluster.local:8080/cas
http://cas-server-sa-api-svc.cas-server.svc.cluster.local:8080/
http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080/
http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/api/v1/tpas/file/minio
http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/api/v1/tpas/mail/smtp
http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/api/v1/tpas/sms/console


EMAIL_TEMPLATE_USER_FEDERATION_WORKWEIXIN_SEND_CODE ᮒկٖ਻ཛྷ຃-ᕬਧմӱங
מ

{name}ғ఍ྋࣁᕬਧմӱங҅מᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړ
ᰦ҅᧗ੱளਠ౮ḵᦤ̶

EMAIL_TEMPLATE_USER_FEDERATION_WORKWEIXIN_SEND_CODE_UNBIND_WORKWEIXIN
ᮒկٖ਻ཛྷ຃-ᥴᕬմӱங
מ

{name}ғ఍ྋࣁᥴᕬմӱங҅מᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړ
ᰦ҅᧗ੱளਠ౮ḵᦤ̶

EMAIL_TEMPLATE_USER_FEDERATION_ALIPAY_SEND_CODE ᮒկٖ਻ཛྷ຃-ᕬਧඪ՞ਪ
{name}ғ఍ྋࣁᕬਧඪ՞ਪ҅ᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړ
ᰦ҅᧗ੱளਠ౮ḵᦤ̶

EMAIL_TEMPLATE_USER_FEDERATION_ALIPAY_SEND_CODE_UNBIND_ALIPAY ᮒկٖ਻ཛྷ຃-ᥴᕬඪ՞ਪ
{name}ғ఍ྋࣁᥴᕬඪ՞ਪ҅ᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړ
ᰦ҅᧗ੱளਠ౮ḵᦤ̶

- - -

SMS_TEMPLATE_ACTIVE_USER_SEND_CODE_BY_PRE_MOBILE
Ꭸٖמ਻ཛྷ຃-ᄶၚ૸ݩ-ᶼ
ኸಋ๢᫝ղḵᦤ

{prefix}఍ྋࣁᄶၚ૸҅ݩᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړᰦ҅᧗
ੱளਠ౮ḵᦤ̶

SMS_TEMPLATE_ACTIVE_USER_SEND_CODE_BY_MOBILE Ꭸٖמ਻ཛྷ຃-ᄶၚ૸ݩ
{prefix}఍ྋࣁᄶၚ૸҅ݩᶳḵᦤಋ๢ํප҅ḵᦤᎱ{code}҅ํප๗5ړ
ᰦ҅᧗ੱளਠ౮ḵᦤ̶

SMS_TEMPLATE_FORGOT_PASSWORD_SEND_CODE Ꭸٖמ਻ཛྷ຃-ತੂࢧᎱ
{prefix}఍ྋࣁತੂࢧᎱ҅ᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړᰦ҅᧗
ੱளਠ౮ḵᦤ̶

- - -

SMS_TEMPLATE_USER_SECURITY_PASSWORD_SEND_CODE Ꭸٖמ਻ཛྷ຃-ץදੂᎱ
{prefix}఍ྋץࣁදੂᎱ҅ᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړᰦ҅᧗
ੱளਠ౮ḵᦤ̶

SMS_TEMPLATE_USER_SECURITY_EMAIL_ADDRESS_SEND_CODE
Ꭸٖמ਻ཛྷ຃-ץදਞقᮒ
ᓟ

{prefix}఍ྋץࣁදਞقᮒᓟ҅ᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړ
ᰦ҅᧗ੱளਠ౮ḵᦤ̶

SMS_TEMPLATE_USER_SECURITY_MOBILE_SEND_CODE
Ꭸٖמ਻ཛྷ຃-ץදਞقಋ
๢

{prefix}఍ྋץࣁදਞقಋ๢҅ᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړ
ᰦ҅᧗ੱளਠ౮ḵᦤ̶

SMS_TEMPLATE_USER_SECURITY_MOBILE_SEND_CODE_BY_MOBILE
Ꭸٖמ਻ཛྷ຃-ץදਞقಋ
๢-ḵᦤಋ๢

{prefix}఍ྋץࣁදਞقಋ๢҅ᶳḵᦤಋ๢ํප҅ḵᦤᎱ{code}҅ํප๗5
ᰦ҅᧗ੱளਠ౮ḵᦤ̶ړ

- - -

SMS_TEMPLATE_USER_FEDERATION_QQ_SEND_CODE ᮒկٖ਻ཛྷ຃-ᕬਧQQ
{prefix}఍ྋࣁᕬਧQQ҅ᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړᰦ҅᧗
ੱளਠ౮ḵᦤ̶

SMS_TEMPLATE_USER_FEDERATION_QQ_SEND_CODE_UNBIND_QQ ᮒկٖ਻ཛྷ຃-ᥴᕬQQ
{prefix}఍ྋࣁᥴᕬQQ҅ᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړᰦ҅᧗
ੱளਠ౮ḵᦤ̶

SMS_TEMPLATE_USER_FEDERATION_OPENWEIXIN_SEND_CODE ᮒկٖ਻ཛྷ຃-ᕬਧஙמ
{prefix}఍ྋࣁᕬਧங҅מᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړᰦ҅᧗
ੱளਠ౮ḵᦤ̶

SMS_TEMPLATE_USER_FEDERATION_OPENWEIXIN_SEND_CODE_UNBIND_OPENWEIXIN ᮒկٖ਻ཛྷ຃-ᥴᕬஙמ
{prefix}఍ྋࣁᥴᕬங҅מᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړᰦ҅᧗
ੱளਠ౮ḵᦤ̶

SMS_TEMPLATE_USER_FEDERATION_WORKWEIXIN_SEND_CODE
ᮒկٖ਻ཛྷ຃-ᕬਧմӱங
מ

{prefix}఍ྋࣁᕬਧմӱங҅מᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړ
ᰦ҅᧗ੱளਠ౮ḵᦤ̶

SMS_TEMPLATE_USER_FEDERATION_WORKWEIXIN_SEND_CODE_UNBIND_WORKWEIXIN
ᮒկٖ਻ཛྷ຃-ᥴᕬմӱங
מ

{prefix}఍ྋࣁᥴᕬմӱங҅מᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړ
ᰦ҅᧗ੱளਠ౮ḵᦤ̶

SMS_TEMPLATE_USER_FEDERATION_ALIPAY_SEND_CODE ᮒկٖ਻ཛྷ຃-ᕬਧඪ՞ਪ
{prefix}఍ྋࣁᕬਧඪ՞ਪ҅ᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړᰦ҅
᧗ੱளਠ౮ḵᦤ̶

SMS_TEMPLATE_USER_FEDERATION_ALIPAY_SEND_CODE_UNBIND_ALIPAY ᮒկٖ਻ཛྷ຃-ᥴᕬඪ՞ਪ
{prefix}఍ྋࣁᥴᕬඪ՞ਪ҅ᶳḵᦤ᫝ղ҅ḵᦤᎱ{code}҅ํප๗5ړᰦ҅
᧗ੱளਠ౮ḵᦤ̶

- - -

SMS_TEMPLATE_ACCOUNT_INFO_SEND_CODE_BY_MOBILE ૸ັݩᧃ-ḵᦤಋ๢
{prefix}఍୮ڹྋັࣁᧃᨴ҅ݩᶳḵᦤಋ๢ํප҅ḵᦤᎱ{code}҅ํප๗5
'ᰦ҅᧗ੱளਠ౮ḵᦤ̶ړ

SMS_TEMPLATE_ACCOUNT_INFO_SEND_ACCOUNT_NAME ૸ັݩᧃ-ݎᭆ૸ݷݩ
{prefix}఍୮ڹྋັࣁᧃᨴັ҅ݩᧃᕮຎԅғ{accountName}҅ᨴݩฎ఍
'ᓕ̶כ࠺᧗গ҅௳מ਍໊Ӿጱ᯿ᥝࣁ

- - -

SMS_TEMPLATE_PREFIX Ꭸמᓋڹ̵ݷᖗ  

personal-security-center ӥጱ personal-security-center-zuul

ConfigMap҅personal-security-center-zuul-env



key ᧔ก ᯈᗝᐏֺ

APP_SERVER_HOST_URL
ӻՈਞقӾஞᦢᳯ࣎ࣈҁक़᮱ᦢᳯ
҂࣎ࣈ

https://authx-service.paas.xxx.edu.cn/personal

CAS_SERVER_HOST_URL CASᦊᦤ࣎ࣈҁक़᮱ᦢᳯ࣎ࣈ҂ https://cas.paas.xxx.edu.cn/cas

- - -

APPLICATION_INDEX_REDIRECT_URI
ᗑى๐ۓጱἕᦊḒᶭ҅ਞقӾஞᦢ
ᳯ࣎ࣈҁक़᮱ᦢᳯ࣎ࣈ҂

https://authx-service.paas.xxx.edu.cn

- - -

USER_DATA_SERVICE_SERVER_URL
አಁ๐ۓ୏නള࣎ࣈݗҁk8sᵞᗭ
ٖ᮱࣎ࣈ҂

http://user-data-service-goa-svc.user-data-servi
ce.svc.cluster.local:8080

- - -

USER_AUTHZ_SERVICE_SERVER_URL
ദ๦๐ۓᓕቘള࣎ࣈݗҁk8sᵞᗭ
ٖ᮱࣎ࣈ҂

http://user-authorization-sa-svc.user-authorizat
ion-service.svc.cluster.local:8080

key ᧔ก ᯈᗝᐏֺ

RESOURCE_PREFIX LOGO̵FAVICON ᒵᩒრ࣎ࣈ https://authx-minio.paas.xxx.edu.cn/security-center-ui

MAIN_SERVER ਞقӾஞᦢᳯ࣎ࣈҁक़᮱ᦢᳯ࣎ࣈ҂ https://authx-service.paas.xxx.edu.cn

- - -

PERSONAL_CENTER_API ҂࣎ࣈҁक़᮱ᦢᳯ࣎ࣈӾஞᦢᳯقᒒAPI҅ӻՈਞݸ https://authx-service.paas.xxx.edu.cn/personal

- - -

AUTH_TYPE ᦊᦤ੒ളොୗ҅ݢᭌ cas҅uniauth cas

- - -

AUTH_CAS CASᦊᦤ࣎ࣈҁक़᮱ᦢᳯ࣎ࣈ҂ http://cas.paas.xxx.edu.cn/cas

JWT_ISS JWT Token ᓋݷොຽᦩ http://cas.paas.xxx.edu.cn/cas

JWT_SECRET JWT Token ᓋᰬੂݷ ਧ꧊҅ࢴ (@<rhnPaUYKC_k770*DuWwYQ_#Zc#8c(2rB?kae)rN)>K7qy)awCjxp$L653Mf$2

- - -

UNIAUTH_IDTOKEN uniauthᦊᦤ࣎ࣈҁक़᮱ᦢᳯ࣎ࣈ҂ https://uniauth.paas.xxx.edu.cn/idtoken

UNIAUTH_IDTOKEN_ISS Id Token ᓋݷොຽᦩ uniauth

UNIAUTH_CLIENT_ID client id 22

personal-security-center ӥጱ security-center-ui

ConfigMap҅security-center-ui-env

ဳғ AUTH_TYPE ԅ cas ෸҅ᯈᗝ AUTH_CAS̵JWT_ISS̵JWT_SECRET AUTH_TYPE ԅ uniauth ෸҅ᯈᗝ UNIAUTH_IDTOKEN̵
UNIAUTH_IDTOKEN_ISS̵UNIAUTH_CLIENT_ID

attest-server ӥጱ attest-server

ConfigMap҅attest-server-env

https://authx-service.paas.xxx.edu.cn/personal
https://cas.paas.xxx.edu.cn/cas
https://authx-service.paas.xxx.edu.cn/
http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080/
http://user-authorization-sa-svc.user-authorization-service.svc.cluster.local:8080/
https://authx-minio.paas.xxx.edu.cn/security-center-ui
https://authx-service.paas.xxx.edu.cn/
https://authx-service.paas.xxx.edu.cn/personal
http://cas.paas.xxx.edu.cn/cas
http://cas.paas.xxx.edu.cn/cas
https://uniauth.paas.xxx.edu.cn/idtoken


key ᧔ก ᯈᗝᐏֺ

POA_SERVER_URL POAᗑ࣎ࣈىҁक़᮱ᦢᳯ࣎ࣈ҂ https://poa.paas.xxx.edu.cn

POA_CLIENT_ID client id  

POA_CLIENT_SECRET client secret  

POA_SCOPES api ളݗጱ scope appPush:v1:apppushByMessageType

- - -

ATTEST_SERVER_PREFIX ᫝ղḵᦤ๐࣎ࣈۓҁक़᮱ᦢᳯ࣎ࣈ҂ https://attest.paas.xxx.edu.cn/attest

- - -

ATTEST_SERVER_SECUREPHONE_SMS_TEXT_TEMPLATE Ꭸٖמ਻ཛྷ຃
̓ᦊᦤ๐̈́ۓ{name}ғ఍ྋࣁᬰᤈḵᦤ᫝ղ҅ḵᦤᎱԅ{code}҅ํප๗5ړᰦ҅᧗ੱள
ਠ౮ḵᦤ̶

ATTEST_SERVER_SECUREPHONE_SMS_FROM Ꭸٖמ਻ຽ᷌ ᦊᦤ๐ۓ

- - -

ATTEST_SERVER_SECUREEMAIL_MAIL_TEXT_TEMPLATE ᮒկٖ਻ཛྷ຃
̓ᦊᦤ๐̈́ۓ{name}ғ఍ྋࣁᬰᤈḵᦤ᫝ղ҅ḵᦤᎱԅ{code}҅ํප๗5ړᰦ҅᧗ੱள
ਠ౮ḵᦤ̶

ATTEST_SERVER_SECUREEMAIL_MAIL_FROM ᮒկٖ਻ຽ᷌ ᦊᦤ๐ۓ

- - -

ATTEST_SERVER_FACEVERIFY_SUPERAPP_URL_SCHEME
ጱ URLڦՈ᚜ᦩ᩸ࠏᕆAPP Ӿ᩻ࣁ
Scheme

superapp

- - -

TOKEN_SERVER_TOKEN_SIGNING_KEY_URL
TOKENᦊᦤḵᓋ࣎ࣈᰬلҁk8sᵞᗭٖ᮱
҂࣎ࣈ

http://token-server-svc.token-server.svc.cluster.local:8080/token/jwt/publicKey

- - -

TPAS_AGENT_SERVICE_SERVER_URL դቘ๐ۓള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂ http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080

TPAS_AGENT_SERVICE_SMS_SENDER_PATH

Ꭸݎמᭆ๐࣎ࣈۓ
consoleғഴݣګᬌ҅ڊἕᦊ
aliyunғᴨ᯾ԯᎨמ๐ۓ
ٌ՜҅ඪ೮਍໊ਧګളݗ

/api/v1/tpas/sms/console/send

TPAS_AGENT_SERVICE_MAIL_SENDER_PATH

ᮒկݎᭆ๐࣎ࣈۓ
consoleғഴݣګᬌ҅ڊἕᦊ
smtpғSMTP๐ۓ
ٌ՜҅ඪ೮਍໊ਧګളݗ

/api/v1/tpas/mail/console/send

- - -

USER_DATA_SERVICE_SA_API_SERVER_URL
አಁ๐ۓᓕቘള࣎ࣈݗҁk8sᵞᗭٖ᮱ࣈ
࣎҂

http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080

- - -

TOKEN_SERVER_SERVER_URL
Tokenᦊᦤ๐ۓള࣎ࣈݗҁk8sᵞᗭٖ᮱ࣈ
࣎҂

http://token-server-svc.token-server.svc.cluster.local:8080/token

key ᧔ก ᯈᗝᐏֺ

USER_DATA_SERVICE_SERVER_URL አಁ๐ۓᓕቘള࣎ࣈݗҁk8sᵞᗭٖ᮱࣎ࣈ҂ http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080

- - -

IPADDR_SERVER_URL IP࣎ࣈ๐ۓ http://ipaddr.ipaddr.svc.cluster.local:9090

- - -

AUTHX_LOG_ENABLED ฎވ୏ސ෭பവᭆ true

AUTHX_LOG_RABBITMQ_HOST rabbit mq ๐࣎ࣈۓҁk8sᵞᗭٖ᮱࣎ࣈ҂ rabbitmq-server.authx-service.svc.cluster.local

AUTHX_LOG_RABBITMQ_PORT rabbit mq ๐ۓᒒݗ 5672

AUTHX_LOG_RABBITMQ_USERNAME rabbit mq ๐ۓአಁ  

AUTHX_LOG_RABBITMQ_PASSWORD rabbit mq ๐ੂۓᎱ  

authx-log ӥጱ authx-log-sa

ConfigMap҅authx-log-sa-env

୏তਞᤰ  

https://poa.paas.xxx.edu.cn/
https://attest.paas.xxx.edu.cn/attest
http://token-server-svc.token-server.svc.cluster.local:8080/token/jwt/publicKey
http://agent-service-svc.thirdparty-agent-service.svc.cluster.local:8080/
http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080/
http://token-server-svc.token-server.svc.cluster.local:8080/token
http://user-data-service-goa-svc.user-data-service.svc.cluster.local:8080/
http://ipaddr.ipaddr.svc.cluster.local:9090/


හഝପڠୌ  

๐ۓ හഝପ૸ݩ

አಁ๐ۓ user-data-service user

ദ๦๐ۓ user-authorization-service user_authz

- -

෭ப๐ۓ authx-log authx_log

- -

ᦊᦤ๐ۓ cas-server cas_server

ᦊᦤ๐ۓҁAPPᭇአ҂ token-server token_server

- -

ҁݢᭌ҂ᒫӣොդቘ๐ۓ thridparty-agent-service agent_service

- -

v4ᦊᦤᬢᑏහഝ tmp_data

හഝପ૸ݩ

զӥฎ ݱ๐ۓ੒ଫጱහഝପ૸ݩ

եӾጱ your_passwordyour_password޸දץեғ ᧗޸  ԅਫᴬጱහഝପ૸ݩጱੂᎱ

හഝପ

զӥฎ ݱ๐ۓ੒ଫጱහഝପ

create user 'user'@'%' identified with mysql_native_password  by 'your_password';
create user 'user_authz'@'%' identified with mysql_native_password  by 'your_password';
 
create user 'authx_log'@'%' identified with mysql_native_password  by 'your_password';
 
create user 'cas_server'@'%' identified with mysql_native_password  by 'your_password';
create user 'token_server'@'%' identified with mysql_native_password  by 'your_password';
 
create user 'agent_service'@'%' identified with mysql_native_password  by 'your_password';
 
create user 'tmp_data'@'%' identified with mysql_native_password  by 'your_password';



๐ۓ හഝପ

አಁ๐ۓ user-data-service user

ദ๦๐ۓ user-authorization-service user_authz

- -

෭ப๐ۓ authx-log authx_log

- -

ᦊᦤ๐ۓ cas-server cas_server

ᦊᦤ๐ۓҁAPPᭇአ҂ token-server token_server

- -

ҁݢᭌ҂ᒫӣොդቘ๐ۓ thridparty-agent-service agent_service

- -

v4ᦊᦤᬢᑏහഝ tmp_data

եғ޸

හഝପ๦ᴴദԨ

ਖ਼ database ጱ๦ᴴദԨ੒ଫጱ૸ݩ

եғ޸

SUPER ๦ᴴദԨ

ኧԭ ᮱ړ૸ݩ ᵱᥝڠୌ ᥶҅࢏ݎඳ҅ᵱᥝ SUPER ๦ᴴ ၿ݊૸ํݩ user̵user_authz̵cas_server

եғ޸

create database `user` DEFAULT CHARSET utf8 COLLATE utf8_general_ci;
create database `user_authz` DEFAULT CHARSET utf8 COLLATE utf8_general_ci;
 
create database `authx_log` DEFAULT CHARSET utf8 COLLATE utf8_general_ci;
 
create database `cas_server` DEFAULT CHARSET utf8 COLLATE utf8_general_ci;
create database `token_server` DEFAULT CHARSET utf8 COLLATE utf8_general_ci;
 
create database `agent_service` DEFAULT CHARSET utf8 COLLATE utf8_general_ci;
 
create database `tmp_data` DEFAULT CHARSET utf8 COLLATE utf8_general_ci;

grant all privileges on `user`.* to 'user'@'%' with grant option;
grant all privileges on `user_authz`.* to 'user_authz'@'%' with grant option;
 
grant all privileges on `authx_log`.* to 'authx_log'@'%' with grant option;
 
grant all privileges on `cas_server`.* to 'cas_server'@'%' with grant option;
grant all privileges on `token_server`.* to 'token_server'@'%' with grant option;
 
grant all privileges on `agent_service`.* to 'agent_service'@'%' with grant option;
 
grant all privileges on `tmp_data`.* to 'tmp_data'@'%' with grant option;



አಁහഝጱԻഘ૸ݩ

இ᮱ᗟਠ౮ݸ඙֢

ইຎ҅ਂࣁහഝԻഘ ᶳਖ਼ᕟᕢ๢຅හഝ̵૸ݩහഝ کྍݶአಁ๐ۓጱහഝପጱ ҅ڞᵱᥝڠୌӞӻ Իഘአጱහഝପ૸ݩҁuser_trans҂҅
ଚԅᧆ૸ݩദԨ ᤒ user.TMP_ORGANIZATION_ORIGIN̵user.TMP_ACCOUNT_ORIGIN ጱ᧛ٟ඙֢ጱ๦ᴴ

եғ޸

rancher ਻࢏᮱ᗟ  

ᯈᗝىද yaml Ӿጱፘץ

ٍ֛݇ᘍ yaml ෈կӾጱ᧔ก

0.infras

चᏐᦡෞ҅ፓތ۱ڹ MySQLහഝପጱWebᓕቘᒒ̵SpringBoot๐ۓጱᓕቘᒒ

1.authx-service

ӱۓӾݣ ԏ ᦊᦤദ๦๐ۓ

݇ᘍ yaml Ӿጱ᧔ก҅ץදፘىᯈᗝ

grant SUPER on *.* to 'user'@'%';
grant SUPER on *.* to 'user_authz'@'%';
grant SUPER on *.* to 'cas_server'@'%';
 
grant SUPER on *.* to 'tmp_data'@'%';

create user 'user_trans'@'%' identified with mysql_native_password  by 'your_password';
 
grant select on `user`.`TMP_ORGANIZATION_ORIGIN` to 'user_trans'@'%';
grant insert on `user`.`TMP_ORGANIZATION_ORIGIN` to 'user_trans'@'%';
grant update on `user`.`TMP_ORGANIZATION_ORIGIN` to 'user_trans'@'%';
grant delete on `user`.`TMP_ORGANIZATION_ORIGIN` to 'user_trans'@'%';
 
grant select on `user`.`TMP_ACCOUNT_ORIGIN` to 'user_trans'@'%';
grant insert on `user`.`TMP_ACCOUNT_ORIGIN` to 'user_trans'@'%';
grant update on `user`.`TMP_ACCOUNT_ORIGIN` to 'user_trans'@'%';
grant delete on `user`.`TMP_ACCOUNT_ORIGIN` to 'user_trans'@'%';
 
grant select on `user`.`TMP_ORGANIZATION_TRANS` to 'user_trans'@'%';
grant insert on `user`.`TMP_ORGANIZATION_TRANS` to 'user_trans'@'%';
grant update on `user`.`TMP_ORGANIZATION_TRANS` to 'user_trans'@'%';
grant delete on `user`.`TMP_ORGANIZATION_TRANS` to 'user_trans'@'%';
 
grant select on `user`.`TMP_ACCOUNT_TRANS` to 'user_trans'@'%';
grant insert on `user`.`TMP_ACCOUNT_TRANS` to 'user_trans'@'%';
grant update on `user`.`TMP_ACCOUNT_TRANS` to 'user_trans'@'%';
grant delete on `user`.`TMP_ACCOUNT_TRANS` to 'user_trans'@'%';

0.0.0.infras-base.yaml                ᧗ץද harbor-registry ጱ૸ੂݩᎱ
 
0.0.1.infras-mysql.yaml               ᧗ץද MySQLහഝପ ጱ̵࣎ࣈIP҅mysql-adminer ᦢᳯऒݷ
 
0.0.2.infras-sba.yaml                 ᧗ץද docker ᳒࣎ࣈ؟
 

҂Ӿጱᯈᗝࣁදզӥ෈կҁᝑਂץጱਞᤰᚕ๜ፓ୯ӥ҅ۓӻ๐ݱࣁ

  0.*-base.yaml                       ᧗ץද harbor-registry ጱ૸ੂݩᎱ
 
  4.x.*.yaml, 5.*-datax-job.yaml      ᧗ץද docker ᳒࣎ࣈ؟



 
  1.*-env.yaml, 5.*-datax-job.yaml    ᧗ץද හഝପੂᎱ
 
  2.*-ingresses.yaml                  ᧗ץද ᦢᳯऒݷ
 
0.0.trans-service-v4
 
  ྌԅ ᦊᦤv4 ጱහഝᬢᑏ๐ۓҁݢᭌ҂
 
  ਖ਼ ᦊᦤv4 ጱහഝ੕کف tmp_data ӥ
 
  හഝᬢᑏ҅ݸᬮᵱᥝಋۖᖫٟᚕ๜҅ਖ਼හഝᬢᑏᛗ አಁ๐̵ۓദ๦๐ۓ ጱහഝପӾ
 
0.authx-service
 
  ྌԅ ولचᏐ๐ۓ
 
  ইғMySQL ๐࣎ࣈۓҁEndpoints҂̵෈կਂؙ๐ۓ
 
  1.authx-service-mysql.yaml
 
    ᧗ץද mysql ጱ๐࣎ࣈۓ IP
 
  2.authx-service-minio.yaml 
 
    ᧗ץද minio ጱ `MINIO_ACCESS_KEY`̵`MINIO_SECRET_KEY`
 
    ໑ഝఘץ٭ද pvc ጱ storageClassName
 
  9.poa-api-docs_install.yaml
 
    አԭਖ਼ ᦊᦤദ๦๐ۓጱ poa ളݗ෈໩҅੕کف poa-sa Ӿ҅**᧗ࣁ poa ਞᤰਠ౮॒ݸቘ**
 
    ᧗ץද poa ጱ๐࣎ࣈۓ `POA_SERVER_URL`
 
1.thirdparty-agent-service
 
  ྌԅ ᒫӣො๐ۓጱդቘ๐ۓ
 
  file-minio
 
`ද minio ጱ `FILE_MINIO_ACCESSKEY`̵`FILE_MINIO_SECRETKEYץ    
 
  mail-smtp
 
ᭆᮒկݎአԭ҅ݩᮒᓟ૸҅࣎ࣈۓ਍໊ጱ smtp ๐ ݐ឴    
 
  sms-aliyun
 
    ইຎ ਍ֵ໊አ ᴨ᯾ԯጱᎨמ๐҅ۓ൉׀ `ACCESS_KEY_ID`̵`ACCESS_SECRET`Ҕ
ݎ୏ګᬰᤈਧ҅ݣଘמጱᎨىፘ׀൉҅ڞވ    
 
2.user-data-service
 
  ྌԅ አಁ๐ۓ
 
  user-data-service-goa
 
    ইຎ ᶳਖ਼አಁහഝጱݒๅӥکݎ Openldap ᒵᒫӣොӱۓӾ҅ڞᶳᯈᗝ `JOBS_RABBITMQ_*` ԅ୏ސҁENABLED=true҂
 
3.user-authorization-service
 



  ྌԅ ദ๦๐ۓ
 
4.cas-server
 
  ྌԅ ᦊᦤ๐ۓ
 
  cas-server-site-webapp
 
    ኞ౮لᐺᰬᦤԡ҅݇ᘍ certs/jwt/readme.md ኞ౮لᐺᰬpem҅ץදፘىᯈᗝ `CASSERVER_JWT_PRIVATE_KEY_PEM_PKCS8`̵
`CASSERVER_JWT_PUBLIC_KEY_PEM`
 
`CAS_SERVER_NAME` ࣎ࣈጱक़ᗑᦢᳯۓද ᦊᦤ๐ץ    
 
`"ද `CAS_TGC_SECURE: "trueץᶳڞᝑ ֵአ https҅҅قද CAT TGC ጱਞץ    
 
̵`CASSERVERSITE_FORGOT_PASSWORD_URL` ࣎ࣈᎱ҂ጱ᱾ളੂࢧᄶၚ̵ತݩӾஞҁ૸قද ਞץ    
`CASSERVERSITE_ACTIVE_ACCOUNT_URL`
 
    ᘶݳጭ୯ҁQQ̵ங̵מմӱங̵מඪ՞ਪᒵ҂ᯈᗝ `CASSERVER_FEDERATION_*`
 
    ۖாੂᎱᦊᦤ ፘىᯈᗝ
    1. Ꭸמཛྷ຃ҁۖாੂᎱ҂ `CASSERVERSITE_PASSWORDLESS_SMS_TEXT_TEMPLATE`
    2. Ꭸמള࣎ࣈݗ `TPAS_AGENT_SERVICE_SMS_SENDER_PATH`
 
    ইຎ ᶳӨ ᩻ᕆAPP ੒ള҅ᶳץද Token ḵᓋ࣎ࣈᰬل `SUPERAPP_TOKEN_SIGNING_KEY_URL`
 
    ইຎ ᶳ୏ࢶސᇆḵᦤᎱ҅ץද `CASSERVERSITE_CAPTCHA_ENABLED: "true"`
 
5.token-server
 
  ྌԅ ᦊᦤ๐ۓҁᭇአԭAPP҅ݢᭌ҂
 
  token-server
 
    ኞ౮لᐺᰬᦤԡҁӨcas-serverכ೮Ӟᛘ҂҅݇ᘍ certs/jwt/readme.md ኞ౮لᐺᰬpem҅ץදፘىᯈᗝ 
`TOKEN_SERVER_SECURITY_JWT_PRIVATE_KEY_PEM_PKCS8`̵`TOKEN_SERVER_SECURITY_JWT_PUBLIC_KEY_PEM`
 
`TOKEN_SERVER_PREFIX` ࣎ࣈጱक़ᗑᦢᳯۓද ᦊᦤ๐ץ    
 
`ᘏຽᦩ `TOKEN_SERVER_SECURITY_JWT_ISSݎId-Token ጱᓋ ۓද ᦊᦤ๐ץ    
 
    ۖாੂᎱᦊᦤ ፘىᯈᗝҁӨcas-serverכ೮Ӟᛘ҂
    1. Ꭸמཛྷ຃ҁۖாੂᎱ҂ `TOKEN_SERVER_PASSWORDLESS_SMS_TEXT_TEMPLATE`
    2. Ꭸמള࣎ࣈݗ `TPAS_AGENT_SERVICE_SMS_SENDER_PATH`
 
    Ո᚜ᦊᦤ҅ᶳᯈᗝՈ᚜๐҅ۓፓڹඪ೮ ෛ୏ฦՈ᚜๐̵ۓጯଶՈ᚜๐҅ۓ໑ഝఘݐ឴٭ፘىᯈᗝ݇හ
 
    APP ጭ୯מ௳ ӻവֵ҅አԧၾ௳๐ۓጱള҅ݗᧆളݗኧ POA ൉҅׀ඳᶳ
    1. ဳٙ POA client҅឴ݐ `clientId`̵`clientSecret`҅ኩ᧗ Scope `messagecenter:v1:sendMessage`
`ጱ `appIdۓၾ௳๐ ݐ឴ .2    
 
6.personal-security-center
 
  ྌԅ ӻՈਞقӾஞ ݸᒒAPI҅ਞقӾஞ ڹᒒUI
 
  ൉׀ӻՈ૸ݩፘىጱ඙֢ጱള҅ݗզ݊ ૸ݩᄶၚ̵ੂᎱತࢧ ᒵۑᚆ
 
  TODO: ץද bff̵zuul ᯈᗝ
  TODO: ץද security-center-ui ᯈᗝ
 
7.attest-server
 



Ⴒےᶱፓ̵ݷ޸ᑮᳵ

ᶱፓ

ᑮᳵݷ޸

ᑮᳵғݷ޸ ୌڠᶱፓ infras ӥࣁ

ᑮᳵғݷ޸ ୌڠᶱፓ authx-service ӥࣁ

  ྌԅ ᫝ղḵᦤ๐ۓ
 
  ൉ࢩ݌׀ৼ̵ԫེᦊᦤ෸҅ᬰᤈአಁጱ᫝ղḵᦤ҅۱ೡ APPവᭆḵᦤ̵ਞقಋ๢ḵᦤ̵ਞقᮒᓟḵᦤ̵Ո᚜ᦩڦḵᦤ ᒵᚆێ
 
8.authx-log
 
  ྌԅ ෭ப๐ۓ
 
  තᵞ አಁ̵ᦊᦤ̵ദ๦ ጱᓕቘ̵ֵአᬦᑕӾԾኞጱ ඙֢෭ப̵ጭ୯෭பҔݶ෸҅൉׀෭பັᧃ̵चԭ෭பጱᕹᦇۑᚆ
 
9.jobs-server
 
  ྌԅ ձۓ᧣ଶ๐ۓ
 
  चԭ ਧ෸ձ̵ۓ᥶ݎձۓ ᒵ҅ਠ౮ አಁහഝጱྍݶ
 
  ইғ
  * რ१හഝᬰکفԁ෸ᤒفٟ҅ݸአಁጱྋୗᤒ
  * አಁහഝๅෛ҅ݸ᭗ᬦၾ௳ᴚ҅ڜीᰁๅෛ Openldap හഝ
 

infras                # चᏐᦡෞҁݢᭌ҅ො׎ਫෞૡ֢҂
 
authx-service         # ᦊᦤദ๦๐ۓ
 
admin-platform        # ᓕቘଘݣ
 

base
 

trans-serviceҁᦊᦤv4ጱහഝᬢᑏ๐ݢ҅ۓᭌ҂
 
authx-service
 
thirdparty-agent-service
 
user-data-service
 
user-authorization-service
 
cas-server
 
token-server
 
personal-security-center
 
attest-server
 
authx-log
 
jobs-server



੕فYAML

ف੕ׁེݩᶱፓ infras Ӿ҅ਖ਼ 0.infras ӥጱ yaml ೲᖫࣁ

ف੕ׁེݩᶱፓ authx-service Ӿ҅ਖ਼ 1.authx-service ӥጱ yaml ೲᖫࣁ

installer.yaml4.0.*-installer.yaml-*.4.0 כ஠Ꮯۓ  ಗᤈ౮ۑ

හഝᯈᗝ  

හഝᚕ๜ڡত۸

҂ࣁҁইຎਂݷද ᚕ๜Ӿጱऒץض

஠ᶳ҅1.authx0service/10.0.init.sql

۱ೡ҅ ਞقӾஞጱᦊᦤ੒ളᯈᗝ ԯଘ҅ݣᓕቘളݗጱ᪠ኧᯈᗝ ԯଘ҅ݣᓕቘۑᚆጱោܔᯈᗝ

ᭌ҅1.authx-service/10.0.tmp.sqlݢ

ᝑ᭗ᬦԻഘྍݶᕟᕢ๢຅̵૸ݩහഝጱ҅ᶳಗᤈᧆහഝପᚕ๜

 

 

0.0.0.infras-base.yaml
 
0.0.1.infras-mysql.yaml                mysql webᓕቘ
 
0.0.2.infras-sba.yaml                    
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